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Editor’s Introduction

Editorial approach:

This is the sixth volume of the annual Internet Governance Forum (IGF) proceedings to
be published by the United Nations, and I have had the privilege of being the editor for
three consecutive years. The production of this book is part of the IGF Secretariat’s
mandate, which was established during the creation of the IGF itself. This book continues
the strong IGF tradition of maintaining institutional memory of the discussions and
debates during the now thousands of sessions that have taken place within the IGF over
the last seven years.

The first step in the development of the book is formatting, organizing and performing a
preliminary edit of the ‘verbatim’ transcripts from the main sessions and from the
submitted reports of workshops and other sessions. Once this was finished, the next task
was moving slowly through all of the text, eliminating introductory statements, thank you
remarks, repetitive and off-topic comments and opinions, personal stories and exchanges
and breaking up long strings of text into paragraphs. During this phase, it is also
necessary to carefully edit the statements and reports, in particular, from those speakers
or authors who spoke or reported on their sessions in English, despite it being their
second, third or even fifth language.

A primary challenge, then, was to tidy up the language, grammar and syntax to create a
clear and concise record of what went on while not losing any of the good messages that
were delivered. Some of the discussions may have been hard to understand because of the
language barriers and other obstacles. For these reasons, just as in the previous
publications, some statements may be easier to understand and have better grammar than
others. But we hope what was captured, most significantly, was the exchange of opinions
and ideas that make the IGF discussions so exceptional.

In Baku, particularly, the transcribers sometimes had a difficult time hearing the
proceedings for one reason or another, and this was also reflected in their outputs. Thus,
in some instances, the full discussions were not captured.In these cases, I edited the best I
could to try and capture the various messages and statements from the participants;
however, the reader will notice that I had to insert ‘inaudible’ at times. For these reasons,
we invite everyone to visit the IGF website (www.intgovforum.org) to view the webcast
videos of the sessions.

Only reports that were submitted on time to the Secretariat by the session organizers are
included herewith. They are, for the most part, included as submitted by the organizers
though some light editing and formatting was performed to keep them consistent. All of
the transcripts from each workshop and event that took place during the IGF, in addition
to the full and un-cut transcripts from the main sessions, can be found on the IGF
website.

About the Book:

The book, for the most part, follows the chronological order of the four-day meeting. The
reports of the workshops and other events are grouped thematically and follow the edited
transcripts from their corresponding sessions. A foreword from the host country sets the
stage for the rest of the publication. Next, the reader will see the final program paper of
the meeting, as formulated throughout the 2012 preparatory process by the
Multistakeholder Advisory Group (MAG) and other IGF stakeholders through a year-
long, open and inclusive process. Here, one can find detailed overviews of each of the
main sessions that took place as well as other information about the meeting itself.

The second part of the book contains the Chairman’s Summary of the meeting. Devotedly
prepared immediately after the close of the meeting by the IGF Secretariat, this brief yet
ample summary is included for ease of reference and to give the reader a fuller view of
what took place throughout the week in the main session hall before the in-depth
transcripts of the proceedings are presented. The full proceedings come next which
contain the transcripts edited as described in the section above and reports of the
workshops and other events. The appendix provides a glossary of Internet governance
terms to give better definition to much of the sometimes complex technical language that
is used at the IGF each year. Some attendance statistical graphics give a breakdown of
those who participated in person in Baku. But we should remember that thousands of
others substantively and actively participated remotely throughout the week.

Acknowledgements:

Putting this book together would not have been possible without the help of the fantastic
IGF Secretariat team, in particular Chengetai Masango and Laura Vuillequez. I would
also like to thank Victoria Ceban of UNDESA for all of her support along the way.
Brian Gutterman, Editor



INTRODUCTION by Host Country, the Republic of Azerbaijan
The Seventh Annual IGF Meeting, Baku, Azerbaijan 2012

This book is the publication that documents the proceedings of the Seventh Annual
Internet Governance Forum (IGF) Meeting. The meeting was convened in Baku from 6-9
November 2012 under the overall theme of “Internet Governance for Sustainable
Human, Economic and Social Development”.

Development and growth in the modern age is directly associated with the application of
Information and Communication Technologies (ICTs). At present, the level of
application of ICT is among the main indicators of intellectual and scientific potential,
transparency in the public administration and the solution of social and economic
problems. ICTs are playing an increasingly important role in the achievement of
Millennium Development Goals (MDGs), as a powerful tool to fight poverty, empower
women, increase the education level, and improve environmental management.

Considering this pivotal fact, the Government of Azerbaijan pays special attention to the
development of information technologies. Azerbaijan’s National ICT Strategy (2003-
2012) has promoted the widening use of ICT tools to raise efficiency and transparency in
the public sector, and recognizes innovation as one of the underlying principles for ICT
application. Azerbaijan is also well-known regionally and internationally for its
promotion of the information society as a national development priority. Azerbaijan
hosted the 7" Internet Governance Forum in 2012 and declared 2013 the Year of
Information and Communications Technologies.

Concerted national efforts invested by the Government of Azerbaijan have enabled the
country to become one of the best performers among the CIS countries according to the
2012 Global Technology Report by the World Economic Forum. The ICT sector grew
twice in size, on average, in the span of every 3 years covering the period of 2004-2013.
The Republic of Azerbaijan is a leader among CIS countries when measuring the density
of Internet users during the last three years. In 2012, this figure increased from 65 % to
70%. Likewise, the quality of internet services as well as external internet connectivity
increased by 2.2 times in 2012. Prices also reduced by approximately 35% compared to
2011 according to the World Economic Forum.

Consequently, given Azerbaijan’s success in creating an enabling ICT policy
environment and its demonstrated effectiveness in e-government over the past decade
after the establishment of the Ministry of Communications and Information Technologies
of the Republic of Azerbaijan (MCIT), the Internet has slowly become an integral part of
individual, private and public/state activities. Azerbaijan ranks very high in the region in
terms of Internet access. On behalf of the Government, MCIT was fruitfully involved in
all IGF events that took place. An up-to-date e-governance portal has been created by the
Government of Azerbaijan, which connects 40 line ministries that provide online services
to citizens as well as the public and private sector. This enables the government

institutions to facilitate fast and quality delivery of e-government services and is
considered as a huge step towards the formation of an e-society in the country.

Based on the leadership and effectual state policy of the President of the Republic of
Azerbaijan, the dynamic economic development of the Republic of Azerbaijan in recent
years, its active representation in international organizations and history of long term
collaboration with the United Nations and the United Nations specialized agencies, on
December 28, 2011, the United Nations Department of Economic and Social Affairs
(UNDESA) responded positively to the offer of the Government of Azerbaijan to host the
Seventh meeting of the Internet Governance Forum, IGF 2012. The proposal was first
made by Azerbaijan’s delegation at the IGF meeting held in Nairobi, Kenya in September
2011.

Considering the above-mentioned fact, and based on past successful partnerships with the
United Nations, the Ministry of Communication and IT proposed the implementation of a
joint “Establishment of the Internet Governance Forum (IGF) Secretariat” project with
United Nations Development Programme (UNDP) in Azerbaijan. The Ministry of
Communications and Information Technologies of the Republic of Azerbaijan and UNDP
were designated as competent bodies for the organization of the Forum. When the IGF
2012, based on past experiences in prior host countries, a set method of the organization
and management of the IGF meeting was obvious. The IGF 2012 Baku was convened by
the mandate to discuss public policy issues related to key elements of Internet governance
in order to foster the sustainability, robustness, security, stability and development of the
Internet in the developing world.

The participants of the IGF 2012 event, compared to previous years, consisted of many
more multiregional representatives. Thus, within the frame of the Forum, over 1600
delegates from 128 countries attended. Participants represented included: 429
government representatives, 161 academic and technical societies, 96 international
organizations, 268 private sector, 541 civil society and 123 internet users and mass media
groups. Meanwhile, since IGF 2012, compared to the previous forums which was was
completely streamed online, the event registered participation via 3800 unique IPs. In
addition, the meeting consisted of 42 ministerial level delegates from 19 countries, 12
ministers, and 11 official delegates from the Government of Azerbaijan.

Staff members at the meeting included: 27 IGF Baku Secretariat, 53 IGF Geneva
Secretariat, 200 Ministry of Communications and Information Technologies and related
agencies, and 250 local volunteers participated as main and technical personnel.

Throughout the Forum a record number (over 120) of workshops were organized and 49
expert remote participants and panellists participated via video and audio during the
week. Workshops were focused on foremost and absorbing topics, such as advancing
global internet governance for consistency, development and security of the world
Internet, finding the best mechanisms for international participation in Internet
governance, Internet adjustments of developing markets, Internet’s economic and social



implications for political governance, and so forth. In addition propitious offers for the
realization of joint projects on ICT were proposed at the workshops.

Considering the involvement of UNDP at the IGF 2012, special attention was given to
the inclusion of themes on impact of Internet access and governance on human
development in Azerbaijan and globally. The purpose of this initiative was to highlight
the importance of human development issues at this very high level event where the
special session about Azerbaijan was convened.

It was stressed throughout the Forum that we are living today in a rapidly changing
world, as ICTs continue to transform our day to day lives and bring our society many
opportunities as well as challenges. The annual IGF, and increasing numbers of national
and regional IGF initiatives, bring stakeholders together to discuss potential opportunities
that the Internet presents as well as the many challenges it Internet creates. A collective
affirmation of the necessity of the multi-stakeholder model in handling Internet
governance issues was continually stressed throughout the IGF 2012.

A call was made by many speakers to strengthen efforts to ensure the protection of basic
human rights and fundamental freedoms in the online world. There was an underlying
message delivered regarding the supreme importance of securing a safe and secure
Internet for young people and the generations to come. Online privacy and safety were
also discussed in depth throughout the IGF 2012. It was agreed that certain new cyber
threats such as identity theft needed special attention and innovative regulatory and legal
policy solutions. It was emphasized that these emerging challenges would only increase
as we move farther and farther into the digital age and that they will need to be addressed
with wide ranging and diverse solutions.

A day prior to the IGF 2012, on 5 November, a High-Level Ministerial Meeting based on
“Addressing the Challenges of a Hyperconnected World” theme was convened as a high
level dialogue. Mr. Wu Hongbo, the United Nations Under-Secretary-General for
Economic and Social Affairs, Dr. Hamadoun Toure, Secretary General of the
International Telecommunications Union and Mr. Janis Karklins, Assistant Director-
General for Communication and Information, UNESCO, had the floor at the Meeting. As
a conclusion to the High-Level Ministerial Meeting the “Baku Declaration” was
adopted.

Simultaneously during the IGF 2012 an “I/GF Village” was made up consisting of 24
booths of governmental delegates, international companies and organizations including
the Ministry of Communications and Information Technologies of the Republic of
Azerbaijan. The “IGF Village” was at the centre of interest of many participants where
they were informed about past and contemporary projects in the ICT area including those
of Azerbaijan.

All in all the organization of the IGF 2012 considerably contributed to the global
development of the Internet and significantly enhanced cooperation among ICT actors.

It is my hope that this particular book will help inform interested readers to obtain
comprehensive information regarding the IGF 2012 Baku. On behalf of the management
and staff of the Ministry of Communications and Information Technologies of the
Republic of Azerbaijan and personally I would like to extend my deepest appreciation to
all those stakeholders, particularly to UNDESA, ITU, IGF Geneva Secretariat, ICANN,
ISOC, ICC, APNIC, ARIN, UNESCO and OECD, as well as to all individuals who
engaged so actively and passionately, who made outstanding contributions and provided
generous support in the proper and successful convening of the IGF 2012 Baku.

Prof. Ali M. Abbasov
Minister, the Ministry of Communications and Information Technologies of the
Republic of Azerbaijan



Internet Governance Forum (IGF)

Program for the 2012 Meeting

L Program Overview

The Seventh Annual IGF meeting was held from 6 - 9 November 2012 in Baku,
Azerbaijan at the Baku Expo Exhibition and Convention Center. The objective of this
program to maximize the opportunity for open and inclusive dialogue and the exchange
of ideas; to try and create feedback loops between the different types of sessions; to
create opportunities to share good practices and experiences; to build capacities amongst
all stakeholders; to listen, engage in dialogue and learn as well as to identify key themes
that could, in the future, benefit from the multistakeholder perspective of the IGF.

This was a rolling document that was updated as the planning progressed. An initial
working draft of the program for the IGF meeting was released after the open
consultations held on 14 February 2012 and the MAG meeting held from 15-16 February
2012. The open consultations and MAG meeting held from 15-17 May Year have further
informed the document as have online discussion and planning by the MAG and other
stakeholders since then.

The initial formulation of the IGF 2012 program was based on the programs of the
previous meetings and especially the program for IGF 2011 in Nairobi, Kenya. It
included some innovations in light of the comments received from the IGF community.
For the most part, the basic format and schedule of the previous meetings, with main
sessions, workshops and other events, maintained, though various changes have been
suggested and are included for discussion. The open consultations, MAG meetings and
input from the host country have resulted in the current proposal.

1I. The agenda of the IGF 2012 meeting in Baku

The theme of the meeting: ‘Internet Governance for Sustainable Human, Economic
and Social Development’.

The open consultation and MAG meeting in February 2012 accepted that the key sub
themes proposed would follow the structure of previous years. Thus the following key
themes will provide the basic architecture of the detailed program plan at the IGF in
Baku:

¢ 1G4D / Internet governance for development (IG4D)
¢ Emerging issues

¢ Managing critical Internet resources

¢ Security, openness and privacy

* Access and diversity

¢ Taking stock and the way forward

The main sessions have been organized by thematic working groups made up of MAG
members. Each session is slightly different as a result of this in regards to the amount of
sub-themes the sessions will address, the number of questions that will be asked, and the
specific roles of the moderators and panelists. Each session will also have selected
‘feeder’ workshops. Conclusions and discussions of these workshops will, if time
permits, be woven into the broader debates of the main sessions.

When the February 2012 MAG meeting concluded, it was agreed that like the previous
year the main sessions should be organized around key questions. It was agreed that these
questions, as set out below, remained viable and provided a useful structure on which to
develop the detailed program for the IGF in Baku. The basic questions that each session
would address and the proposed structures of each session are as follows:

Internet Governance for Development (IG4D)

The 1G4D session will be split into three thematic ‘clusters’.

1G4D Thematic Cluster 1 "Pending Expansion of the Top Level Domain Space"

Question 1:How do various actors in the developing world - governments, industry
groupings, the technical community, civil society-perceive the relative costs and benefits
of expanding the domain name space to the end-user; Are there any issues on which
greater clarification and mutual understanding would be helpful?

Question 2: What kinds of support may be required to help communities, NGOs and
businesses from the developing world in bridging the potential inclusion gap of TLD
space?

1G4D Thematic Cluster 2 "Enabling Environment"

Question 1: What does it take to attract investment in infrastructure and encourage
innovation and growth of ICT services, including mobile technology and how can these

technologies best be employed to address development challenges?

Question 2: What are the challenges and opportunities for the participation of
stakeholders in developing IG policy, legal and regulatory approaches?

1G4D Thematic Cluster 3 - "Infrastructure”
Question 1: What are the key concerns regarding Internet infrastructure from developing

countries' experiences and how can new technologies and the Global Internet Governance
mechanisms address limitations, offer opportunities and enable development?

Moderators:



Alice Munyua (Kenya), Chair, Kenya Internet Governance Steering committee,
Government of Kenya, Africa
Carlton Samuels

Panelists:

Ms. Carolina Aguerre, General Manager, LACTLD, GRULAC, Technical Community,
(Confirmed)

Mr. Philipp Grabensee, Chairman of the Board of Afilias, WEOG, Private Sector,
(Confirmed)

Mr. Rohan Samarajiva, founding Chair and CEO of LIRNEasia, Asia Pacific, Civil
Society, (Confirmed)

Mr. Carlos Lopez Blanco, Director of the International Office of Telefonica, GRULAC,
Private Sector, (Confirmed)

It is envisioned that the following panelists would introduce the following questions:
Question 1 "Pending Expansion of the Top Level Domain Space" from ICANN

Question 2 "Pending Expansion of the Top Level Domain Space" Carolina Aguerre
Question 1 "Enabling Environment" from Private Sector: Philipp Grabensee

Question 2 "Enabling Environment" from IDRC & Civil Society, Rohan Samarajiva

Question 1 "Infrastructure”" from IDRC & Civil Society IDRC & Civil Society, Rohan
Samarajiva

Remote Moderator: Fouad Bajwa
Feeder workshops:

WS 61: New gTLD program: an opportunity for development or a mean for more digital
divide?

WS 68: Multistakeholder Internet Public Policy: Toolkit for Internet public policy
practitioners

WS 81: Internet Governance and Sustainable Development: The Case of Small Island
Developing States

WS 119: Defining the Successful Factors of Different Models for Youth Participation in
Internet Governance

WS 122: The Use of a new gTLD for Community Engagement, Advocacy and
Development

WS 142: Inclusive innovation for development: The contribution of the Internet and
related ICTs

WS 166: The Impact of the Internet on Sustainable Social and Economic Development
Emerging issues

Article one of the WSIS Declaration of Principles states: “We, the representatives of the
peoples of the world, assembled in Geneva from 10-12 December 2003 for the first phase
of the World Summit on the Information Society, declare our common desire and
commitment to build a people-centered, inclusive and development-oriented Information
Society, where everyone can create, access, utilize and share information and knowledge,
enabling individuals, communities and peoples to achieve their full potential in
promoting their sustainable development and improving their quality of life, premised on
the purposes and principles of the Charter of the United Nations and respecting fully and
upholding the Universal Declaration of Human Rights.”

This represented a consensus at the highest level in 2003, yet today we see a growing
emphasis on technical measures to address concerns about the online market for
counterfeit goods and digital copyright infringement, as well as ever-stronger demands to
enlist Internet intermediaries as the instrument of law enforcement. These trends are
emerging in States of all political persuasions, and are paralleled by longer-standing
efforts to limit or control free speech in the political and social realms. All stakeholders
have responsibility to ensure that everyone has the right to create, access, use and share
information and knowledge in the digital realm. This session should look at the impacts
of all topics on the free flow of information in a crosscutting way while engaging
participants on the various dimensions of the issues.

Each question will be addressed in approximately 30-45 minute blocks. The session will
leave 30-45 minutes at the end to assess what has been learned and how to best move
forward.

Question 1: To what extent do Internet based services offer new and radically different
opportunities to help families, social groups, communities and broader structures in
society organize and re-organize themselves when challenged by natural disaster or
strife? Dialogue around this question is expected to embrace a wide range of issues
including, inter alia, discussion of:

- Internet and traditional media for disaster recovery and management

- Internet Governance for Disaster Reduction and Response — Best practice and possible
collaboration frameworks



Question 2: What are the implications of the use of new technical and political
instruments on the free flow of information, access to information, and with respect for
human rights? Dialogue around this question is expected to embrace a wide range of
issues including, inter alia, discussion of:

- Access to content, new models, common challenges for old and new media
- Low cost mobile access to the Internet Technical measures and use of intermediaries as
instruments of law enforcement and intermediary safe harbors

Question 3: What are acceptable and proportionate measures that offer Intellectual
Property protection yet allow for and respect individual users’ freedom to express
themselves, to access and share content/culture, and to innovate and create? Dialogue
around this question is expected to embrace a wide range of issues including, inter alia,
discussion of:

- Measures to protect intellectual property in balance with incentives for creativity and
innovation

- Access to content, new models, common challenges and hybrid television

- Legislative issues

- Creativity and human rights

- Innovation on the Internet

- The networked individual and expanded power of freedom

Question 4: In what ways are new opportunities and challenges being created as the new
Internet services and traditional media (such as broadcast TV and radio) are accessed
through the ‘same screen’? Dialogue around this question is expected to embrace a wide
range of issues including, inter alia, discussion of:

- Access to content, new models, common challenges and hybrid television

- User generated content: reliability and responsibility

- Low cost mobile access to the Internet

Moderators:

Thomas Spiller, Vice President, Global Public Policy, Europe, Middle East and Africa,
The Walt Disney Company WEOG, (confirmed)

Ana Neves, Director of the Information Society Department at the Science and
Technology Foundation, Ministry of Education and Science in Portugal, WEOG,
(Confirmed)

Izumi Aizu, Senior Research Fellow and Professor, Institute for InfoSocionomics, Tama
University, Asia, (Confirmed)

Panelists:

Question 1: The role of Internet for Disaster reduction
Mr. Ko Fujii, Google Japan

Mr. Valens Riadi, AirPuthi Foundation/APJII, Indonesia, Technical Community, Asia,
(Confirmed)

Ambassador Daniel Stauffacher, ICT4Peace, Switzerland, [Civil Society, TBC] WEOG

Questions 2 and 3 - Free flow of Information, Freedom of Expression, Human Rights,
Balance with Intellectual Property rights

Ms. Sabine Verheyen, Member of European Parliament, Germany, government, WEOG
(confirmed)
Mr. Scott Seitz, CEO of dot.gay, Business, WEOG (Confirmed)

Mr. Frank La Rue, UN Special Rapporteur on Freedom of Expression, Guatemala,
Government, GRULAC, (Confirmed)

Remote moderator:

Valeria Betancourt, Association of Progressive Communications, NGO, GRULAC
[TBC]

Feeder workshops:

#92 The role of Internet-based services for the Disaster Communications

#146 Intellectual property rights and the freedom to share: are the two compatible?
#138 Internet and human rights: shared values for sound policies.

#185 Criminal law and the free and open Internet: tensions and ways forward in
democratic societies

#169 Internet Policy Infrastructure for Sustainable Internet Development: Lessons from
Attempts at IP Enforcement

Managing Critical Internet Resources

This main session will explore some of the issues pertaining to Critical Internet
Resources, and associated Internet Governance policy frameworks.

Question 1: New gTLDs: How are governments and other actors reacting to the first
round of applications? Which character strings have given rise to controversy among



which actors, and why? Do names related to highly generic terms, geographical, or
culturally sensitive words raise special concerns for the global community? How should
ICANN respond to the concerns being expressed? What larger questions, if any, does this
process raise for the governance of domain names?

Question 2: IPv4 markets and the transition to IPv6: Because of the incompatibility of
IPv6 and IPv4, networks that adopt v6 must continue to run IPv4. How long before we
can shut off IPv4? Since about 1/3 of the IPv4 address space is currently unused, would
an efficient transfer market allow the life of IPv4 to be extended for decades? IPv4
scarcity and transfer markets have raised questions about the RIRs' "needs assessment"
policies, should we do away these, or rather retain them prevent hoarding and
speculation? Could it be helpful to allow organizations holding surplus address blocks to
lease them out to other users without formally transferring them? In order to keep IPv4
blocks available for smaller applicants, the RIRs have adopted a "last /8" policy that
doles out one small chunk per applicant until the pool is gone. What are the benefits and
risks of this policy?

Question 3: There has been much debate in recent months about some of the proposals
that have been advanced for ITU's upcoming World Conference on International
Telecommunications (WCIT), to be held in Dubai this December. Which of the various
proposals for a revised International Telecommunications Regulations (ITR) treaty could
directly impact the operation and use of the Internet, whether for better or worse? Would
the adoption of such proposals render the ITRs a form of intergovernmental global
Internet governance? To the extent that the proposals reflect serious concerns faced by
nation-states and stakeholders around the world, are the proposed treaty provisions the
best ways to address them, or may there be superior alternatives available?

Question 4: There has been much debate at both successive IGFs and in other
international forums about the concept of Enhanced Cooperation that is set out in the
Tunis Agenda for the Information Society. Some actors point out that enhanced
cooperation is being actively pursued in multiple international bodies and processes
concerned with global Internet governance. Other actors maintain that this work has not
been sufficient with respect to enabling the establishment of international public policies
for the Internet, and that some sort of additional new process or body may be needed.
Which issues, if any, might require attention that they cannot receive within the existing
institutional ecosystem? Where, if anywhere, should these items be taken up? Could the
IGF provide the appropriate multistakeholder setting in which to pursue these issues?

Moderators:

William J. Drake, International Fellow and Lecturer, Media Change & Innovation
Division,

The Institute of Mass Communication and Media Research, the University of Zurich,
Switzerland

Chris Disspain, Chief Executive Officer of .au Domain Administration Ltd (auDA),
Australia

Panelists:
Fiona Alexander, Associate Administrator (Head of Office) for the Department of
Commerce's National Telecommunications and Information Administration’s Office of

International Affairs, Government of the United States of America

Franklin Silva Netto, Head of the Division for the Information Society, Ministry of
External Relations, Government of Brazil

Alice Munyua, Chair of the Kenya Internet Governance Steering Committee, Ministry of
Information and Communications, Government of Kenya

Luigi Gambardella, Chairman Executive Board, European Telecommunications Network
Operators, Belgium

David Gross, Partner at Wiley Rein, Chair of USCIB ICT Committee, and former
Ambassador United States of America

Geoff Huston, Chief Scientist, Asia Pacific Network Information Centre (APNIC),
Australia

Pedro Veiga, Professor of Computer Networks at University of Lisbon, and President of
the Portuguese Foundation for National Scientific Computation, Portugal

Anriette Esterhuysen, Executive Director, Association for Progressive Communications,
South Africa

Milton Mueller, Professor, Syracuse University School of Information Studies, and
Partner, the Internet Governance Project, United States of America

Feeder workshops:

WS 76: What is the best response to IPv4 scarcity? Exploring a global transfer market for
IPv4 addresses (question 2)

WS 140: The International Telecommunication Regulations and Internet Governance:
Multistakeholder Perspectives (question 3)

Security, Openness and Privacy

1. Questions



This session will explore a wide range of issues relevant to and impacting security,
privacy and openness of the Internet including as they relate to human rights and access
to knowledge.

Question 1: What impact can security and governance issues have on the Internet and
human rights?

Question 2: Freedom of expression and free flow of information: how do legal
framework, regulations, and principles impact this?

Question 3: What risks can Internet fragmentation pose to security, privacy and
openness?

Question 4: What impact does cloud computing have on concerns over cybersecurity and
cybercrime?

Question 5: What risks do law enforcement, information suppression and surveillance
have on security, privacy and openness and how can public and private sector cooperate
to conform and observe human rights?

Question 6: What measures can be taken to ensure freedom of expression, access to
knowledge and privacy, including for children?

a. What are challenges to protect freedom of expression online and what
measures can be taken to better empower citizen’s access to information
and participation in digital age?

b. “Net Etiquette” and the roles and responsibilities of users as they relate to
openness, privacy security?

Question 7: What policies and practices that can assist in making the Internet an effective
multistakeholder model to discuss national & regional issues and what best practices
developing countries can benefit from.
2. Moderator

* Jonathan Charles, Foreign Correspondent.
3. Panelists

e Zahid Jamil, Barrister-at-law (Confirmed)

¢ Jonathan Zuck, President, Association for Competitive Technology (ACT)
(Confirmed)

* Eleonora Rabinovich, Director, Freedom of Expression program at the
Association for Civil Rights (Asociacion por los Derechos Civiles /ADC),
Argentina (Confirmed).

e Christopher Painter, Coordinator for Cyber Issues, US Department of State.
(Confirmed).

¢ Frank La Rue, UN Special Rapporteur on Freedom of Expression. Invited

* Marietje Schaake, Member of the European Parliament and the Parliament’s
Rapporteur for Digital Freedom Strategy (Confirmed)

*  Sherif Hashem, Senior Cybersecurity Advisor to the Minister of Communication
and Information Technology - Egypt (Confirmed)

*  Mr. Carlton Samuels, Academia and civil society; Vice-Chair of the At-Large
Advisory Committee (ALAC) for ICANN (Confirmed)

* Dr. Kirsty Hughes, CEO, Index on Censorship (Confirmed)
4. Remote moderator:

* Milan Vuckovic, Analyst Wireless Policy, Verizon Communications
5. Feeder workshops
Several themes were developed in order to categorize the feeder workshops.

Moderator to ask a specific question of the representatives of feeder workshops to get
input from them.

1. Legal Frameworks
* WS 50: Aspects of identity
¢ WS 111: Protecting the rule of law in the online environment
*  WS: 185: Criminal law and the free and open Internet: tensions and way forward
in democratic societies
*  WS: 172: Jurisdictional issues on civil and law enforcement access to cloud data

2. Economic Development
* WS 77: Conflict in the Cloud - Policy Challenges for Stakeholders & Practical
Solutions for Sustainable Economic Growth

3. Digital / Internet Freedom
* WS 59: Internet privacy and freedom of expression: UNESCO launches a global
survey on legal frameworks - contact: Guy Berger, UNESCO.
* WS 94: Social media, young people and freedom of expression



¢ WS 128: Empowering Internet Users — which tools?
4. User & Norms of Behavior
* WS 96: The Internet of humans: online human behavior and IG policy impacts
* WS 97: Concepts of acceptable behavior to protect and enhance trust
* WS 110: Young People Combating Hate Speech On-line
5. Tech architecture: Cyber Security, Blocking/Filtering
* WS 118: Law enforcement via domain name: Caveats to DNS neutrality
Access and Diversity
This main session will explore a range of access and diversity issues with an emphasis on
the social and economic development dimensions. The session will be interactive in

nature and should not include any formal presentations.

Question 1: What are the policy challenges around free flow of information, freedom of
expression and human rights and the Internet as they relate to access?

Question 2: What are the legal policy and regulatory choices including enabling
environments that foster infrastructure investment, particularly for developing countries?

Question 3: How is the increased demand for more bandwidth, lower costs of Internet
access and revenue shifts affecting investment in broadband infrastructure and access

networks?

Question 4: What challenges do filtering; blocking and the diversity of national legal
frameworks more generally pose to ensuring access and diversity?

Question 5: Innovation and opportunities in spectrum technology and allocation---
implications for access including mobile?

Question 6: How can women be empowered in all dimensions of their life through access
to the Internet and information?

Question 7: How do language barriers impact access to the Internet?
Question 8: What opportunities and challenges are presented by multilingualism?

Question 9: Mobile access: what it takes to create opportunities for entrepreneurs, youth
and developing country stakeholders?

Question clusters

A) Questions 1,4: Free flow of information

B) Questions 2,3: Infrastructure

C) Questions 5,9: Mobile and innovation
D) Question 6: Women’s empowerment
E) Questions 7,8: Multilingualism
Moderators:

Karen Rose, Internet Society (confirmed)

Virat Bhatia, Chairman, Communication and Digital Economy Committee, FICCI, and
President, EA, South Asia, AT&T’ (confirmed)

Panelists
Prof. Gustavo Cardoso, Director of OberCom, Portugal (Academia, confirmed)
Janis Karklins, Assistant Director-General for UNESCO's Communication and

Information Sector (IGO, confirmed)

Ms. Jacquelynn Ruff, Vice President, International Public Policy and Regulatory Affairs,
Verizon Communications (Private sector, confirmed)

Minister Omobola Johnson, Nigeria (government, invited TBC)

Tarek Kamel, Senior Advisor to the President of ICANN and former minister of CIT,
Egypt (Internet technical community, confirmed)

Jac sm Kee, Malaysia, Women's Rights Advocacy Coordinator, Women's Networking
Support Program, APC (civil society, confirmed)

Russel Southwood, Chief Executive of Balancing Act, a consultancy and online
publishing company specializing in telecoms, Internet and broadcasting in Africa

(business, confirmed)

Cecil McCain, Director of Post and Telecommunications of Jamaica (government, invited
TBC)

Peter Major, Dynamic Coalition on Accessibility and Disabilities (confirmed)

Lead respondents/discussants:

Mr. Satish Babu Director, International Centre for Free and Open Source Software
(ICFOSS), India (government, confirmed) [will contribute to free flow and infrastructure

questions]

Ms. Sheba Mohamid- Policy Analyst, Trinidad and Tobago (civil society, confirmed)
[will contribute on empowerment of women and multilingualism]



Ermanno Pietrosemoli, Telecommunications/ICT for Development Laboratory
(T/ICT4D), Abdus Salam International Centre for Theoretical Physics (civil society,
confirmed)

Remote moderators:

Claudia Selli, Director European Affairs, AT&T (confirmed)

Raquel Gatto, Member of the IGF Remote Participation Working Group, Director at
Internet Society Brazil Chapter (confirmed)

Feeder workshops:

WS 91: Technology, Economic and Societal Opportunities and Women

WS 157: Is access to the Internet a human right?

WS 57: Broadband access and consumer rights

WS 130: Digital Inclusion and Public Access to the Internet: What Policymakers Need
and how Libraries and Other Community Services can Deliver

Taking stock and the way forward

Structure: The main session will be divided into three Parts and will involve six
moderators in total. Moderators will not give formal presentations but instead set the
stage of the discussion and involve all participants for an interactive and constructive
debate. For each Part, we will ask several individuals to prepare in advance short
statements and questions from the floor to help kick-start the discussion (see details and
timeline below).

The main session’s moderator (Peter Major, Hungary) and coordinator (Constance
Bommelaer, ISOC) will ensure smooth transition between the different parts of the
session and assist moderators in rolling out the session (only if necessary).

Timeline:

9:00 — 9:05: Introduction, structure of the main session “Taking Stock and The Way
Forward”

Part 1: Synthesis of the entire IGF.
Moderators:

* Bertrand de La Chappelle (ICANN) — Moderator 1

* Qusai Al Shatti (Kuwait) — Moderator 2
Content:

- Highlights from the overall Forum. Summary of the discussions and “messages from
the IGF”.

- Messages from the “IGF Cloud”: A short presentation of what happened in the cloud
(Twitter, Facebook, etc.) will also be made. DiploFoundation (Vladimir Radunovic) will
work with IGF fellows and ISOC ambassadors to exploit tags/messages (Note: These
messages will be put in perspective, as reflecting personal opinions which can be
considered for the final conclusions of the IGF, but not necessarily as constituting agreed
messages coming out of each main session).

Timeline:

- 9:05 -9:30: Moderators 1&2 introduce the discussion and invite other Main Session
Moderators to stand up and report on discussions and messages:

1. Emerging Issues

2. Internet Governance for Development (IG4D)

3. Access and Diversity

4. Security, Openness and Privacy (SOP)

5. Critical Internet Resources (CIR)

6. Messages from remote participation and from the “IGF Cloud”

- 9:30 — 9:50: Moderators 1&2 invite the floor to present their own takeaways from the
IGF, Q&A with all Main Session Moderators

- 9:50 —10:00: Moderators 1&2 conclude the “Synthesis of the entire IGF”
Part 2: Discussion on Principles and Frameworks for the IGF.
Moderators:

* Nermine El-Saadany (Egypt) — Moderator 3
* Anne Carblanc (OECD) — Moderator 4

Issues discussed:

- Discussion on principles and frameworks: to what extend do the recent initiatives to
set principles (OECD principles, UNESCO Code of Ethics, CoE, NATO cyber-security,
China-Russia-Uzbekistan, Brazil, etc.) lead to harmonized Internet governance
principles?

- Can these principles be compiled? What is their impact on the WSIS+10 discussions?
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- How can the IGF be used as a platform to discuss these principles, in light of the
synthesis of the IGF 2012 (cf. part 1 of the main session “Taking Stock™) (cf. feeder
workshops n° 145 and 85)?

- How did IGF workshops address WCIT issues? What topics should future IGFs
tackle?

Timeline:

- 10:00 — 10:10: Moderators 3&4 introduce the discussion and give a brief overview of
the different set of principles

- 10:10 — 10:25: Moderators 3&4 invite UNESCO, Brazil, Russia, the Council of
Europe, etc. and the floor to comment, Q&A

- 10:25 — 10:40: Moderators 3&4 give a brief overview of the issues relating to the
future of the IGF and its role in addressing IG principles. They invite moderators of
workshop feeders n° 85 (Quo Vadis IGF — or Evolution of IGF) and n°145 (Threats to
multistakeholder Internet governance — is it worth protecting?) to stand up and comment.
- 10:40 — 10:55: Moderators 3&4 invite the floor to intervene, Q&A

- 10:55-11:00: Moderators 3&4 conclude the discussion on “Principles and
Frameworks for the IGF”

Part 3: What is the Way Forward?
Moderators:

* Avri Doria (Civil Society) — Moderator 5
» Vint Cerf (Google) — Moderator 6

Issues discussed:

- What is “the way forward” for the global Internet community and for the IGF?

- What is the future of the IGF? How to implement the recommendations of the CSTD
Working Group on improvements to the IGF? A possible role for the MAG?

- Looking ahead: Possible impact of upcoming ECOSOC and GA meetings on the
Internet governance landscape and on the IGF?

- What to expect from WSIS+10?

Timeline:

11:00 — 11:15: Moderators 5&6, in light of the morning’s discussions, expose their “way
forward”

11:15 — 11:35: Moderators 5&6 invite moderators 1,2,3&4 to come back and expose
their “way forward”

11:35 — 11:55: Moderators 5&6 invite the floor to comment and propose and “way
forward”, Q&A
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11:55 — 12:00: Moderators 5&6 conclude the discussion on “What is the way forward?”
III. Program outline
Flag raising ceremony

On the morning of the first day (6™ November), a UN ceremony raising the UN flag will
be held. This ceremony will mark the beginning of the IGF 2012 meeting.

Opening Ceremony/Opening Session

The traditional opening ceremony/opening session will be held in the morning of the first
day. This is scheduled as a 3-hour event.

Main sessions on key themes
The main sessions will be:

* Access and diversity

¢ Emerging Issues

* Internet governance for development (IG4D)
* Managing critical Internet resources

* Security, openness and privacy

* Taking stock and the way forward

Each will be given a time slot once the mix and scheduling of the feeder workshops can
be done.

Closing Ceremony
The traditional closing ceremony will be held on the fourth day afternoon.

This session will be informed by the scale and success of closing sessions at previous
IGF meetings and be organized in a proportionate manner

IV. Workshops

One of the main objectives of the 2012 meeting is to continue the past practice of creating
linkages between workshops and main sessions. It was agreed at the open consultations
and at the MAG to maximize the number of workshops.

Workshops are selected for inclusion based on a range of criteria including the

completeness of the respective proposals, their diversity in all aspects and their
willingness to merge, if and when they were asked.
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The selection criteria for 2012 workshops was:

¢ The requirement of having submitted a substantive report on workshops
organized in previous IGF meetings;

* Degree of multistakeholder support and participation, for example at least
three (3) relevant stakeholders from different stakeholder groups being
represented in the organization of the workshop;

¢ Developing country support;

* Gender balance;

* Youth Participation;

¢ Balance of speakers to participant discussion in the design of the workshop;
that is, the degree of interaction planned;

¢ Relevance to overall theme or one of the key themes including the area of
emerging issues.

¢ Relevance to the attendees, both physical and remote, at an IGF meeting;

¢ Suitability for remote participation, for example linkages to a hub event.

During the MAG meeting on 16-17 May, the workshops were critically assessed. Some
workshops were fully accepted while others were conditionally accepted. It was agreed
that conditionally accepted workshop organizers would need to update their proposals by
June 30 if they were to be included in Baku. Those that were updated appropriately by
that deadline have hence been included.

Feeder workshops

Selected workshops, called feeder workshops, will, as appropriate, be woven into the
proceedings of the relevant main sessions. To the extent possible participants from the
feeder workshops will be encouraged to attend the main sessions related to the feeder
workshops in order to broaden the discussions on the themes of the sessions.

During the open consultations there was also a suggestion that workshops use questions
in their titles, this may be considered, especially for feeder workshops.

Other workshops

As in the past, some workshops that don’t necessarily fit into any of the main themes
specifically, but are still considered to be of relevance to the IGF, will be included.

Background papers

All workshops are requested to provide background papers prior to their sessions and are
invited to produce substantive analysis papers after the workshops. Workshop organizers
are also required to make available a brief report with a few bullet points describing the
discussions, any outcomes, and future directions within a half-day after the workshop.
For those workshops designated as feeder workshops, these can be used as the input into
the main sessions.
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V. Proposed Schedule
The most updated schedule will be found at http://www.intgovforum.org/cms/.
VI. General Principles

The following principles have been used to inform the decision-making and
recommendations made for the IGF meeting in Baku:

¢ All organizations that hold official events (workshops, best practices, etc.) are
asked to commit themselves to submitting a report on their event. Non-
submission of a report will disqualify the organization from scheduling an
event for the following year;

¢ Those who did not submit a report for their 2011 event, are not to be included
in the schedule;

*  Only Dynamic Coalitions meetings which have submitted activity reports or
meeting reports are to be included in the schedule;

* All official events will end at 1800 hours;

* No official events will be held during the lunch-break between 1230-1430
hours;

¢ The efforts for remote participation in 2012 will be enhanced based on
experience gained in 2011 (and in previous events), in order to enable
effective and interactive remote participation;

¢ Based on the success of remote hubs in 2011, specific planning will be done
to prepare for greater integration of these remote-hubs with the main meeting;

¢ In addition, there will be an opportunity for ad-hoc meetings to be scheduled,
which will not be part of the official program.

There should be no prepared statements read out during the main sessions except for the
opening and closing ceremonies. However, prepared statements are encouraged and can
be recorded by any participant and will be made available on the IGF YouTube channel.
Efforts will be made to improve the promotion of this possibility. Prepared statements
can be recorded and submitted in advance to the IGF Secretariat.

VIIL Meeting types and structure
It was agreed to follow the basic format of past meetings. The objective of the program is
to maximize the opportunity for open and inclusive dialogue. The types of meetings and
their structures are as follows:
A.  Main Sessions
Each of the main sessions will be an opportunity for
productive exchange between all stakeholders on policy approaches,

challenges, and practical options to address them. Each session will have a
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chair appointed by the host country and one or two moderators depending upon
the session topic. The goal is to discuss practices or issues and their relevance
to all stakeholders.

All of the main sessions will take place in the main meeting hall and they will
be organized around the key themes. The will all have live transcription in
English and interpretation in all six UN languages. The transcription will be
streamed in real time on the Web and all main sessions will be webcasted.

Open Dialogue Sessions

Most of the main key theme sessions will take the form of an open dialogue
among participants. However, as necessary and subject to room availability
some open dialogue sessions may be organized. These open dialogue sessions
will have neither panelists nor designated respondents, but will have a
chairperson and/or moderators to lead and stimulate the discussion. The goal of
these sessions will be to bring as many participants and different stakeholders
into the dialogue as is possible and will allow for a discussion with maximum
interaction among the participants.

Workshops and good practice forums

Workshops are designed to explore detailed issues related to the main themes
from different perspectives. As in previous years, a precondition for workshops
to be included in the program was a balance of stakeholders and viewpoints
(and other conditions, which are set out above in sections IV and VI).

The aim of the good practice forums is to demonstrate, in a multistakeholder
environment, some of the good practices that have been adapted with regard to
the key IGF themes in general and to the development and deployment of the
Internet in particular. The sessions can have either a thematic or a country
focus. Presentations should not only cover practices that were successful, but
also focus on challenges and mistakes. Thus, ‘lessons learned’ are an important
output of these sessions. The aim is to provide a space to discuss what
constitutes a ‘good practice’ and to share relevant information that can be
transferred to other situations and strengthen capacity-building activities.

The final scheduling of all workshops will be determined by the IGF
Secretariat on the basis of maintaining a balance across the issues, efficient use

of meeting space and an attempt to avoid conflicts in topic or speakers.

The duration of workshops and best practice forums will be approximately 90
minutes (tbc based on room availability and overall scheduling).

Each workshop and best practice forum will be required to produce a
background paper and report on the event.
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Open Forums

All major organizations dealing with Internet governance related issues are to
be given a workshop slot, at their request, to hold an open forum in order to
present and discuss their activities. The meetings should focus on the
organization’s activities during the past year and allow sufficient time for
questions and discussions. It was noted that there will some constraints
imposed by the venue on the volume and nature of rooms available for such
open forums.

Duration of Open Forums: 90 minutes.

Each Open Forum will be required to produce a background paper and a report
on the meeting.

Dynamic Coalitions

The meeting will provide space for active Dynamic Coalitions to meet and to
further develop their efforts. Meetings of Dynamic Coalition should not be
workshops. They should be action oriented and make an effort to ensure that a
broad range of stakeholders can bring their expertise to the discussions.

All Dynamic Coalitions are requested to present a report on their achievements
so far in general and on their activities in 2011/2012, and their meeting in
Nairobi in particular. The reports will be posted on the IGF Website.

Only Dynamic Coalitions that have submitted such a report will remain listed
as Dynamic Coalitions on the IGF Website and will be given a meeting slot in
Baku. All other Dynamic Coalitions will be listed under the heading ‘inactive
Dynamic Coalitions’. Upon request, a group that wishes to form a new
Dynamic Coalition may submit a proposal to the IGF Secretariat for a meeting
slot.

Organizers of workshops and main session are encouraged to work with
Dynamic Coalitions in the preparation of related sessions.

Duration of Dynamic Coalition meetings: 90 minutes

Other Meetings

In general, meeting rooms that are not otherwise booked will be given, as
available, to interested stakeholder groups on a first-come-first-served basis, in

accordance with United Nations procedures and practice. A number of rooms
will be reserved to accommodate ad-hoc requests.
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VIIL Remote Moderation

Each session will benefit from a remote moderator. All event organizers are requested to
arrange for a remote moderator to help in the process of moving from remote observation
to genuine remote participation.

The main functions of the remote moderator are the following:

* To connect online with the remote participants (all the equipment and software
needed will be provided).

* To moderate the online discussion of remote participants and link it up to the
discussions in the meeting room.

¢ To follow-up for archiving purposes and in view of improving future remote
participation efforts.

¢ To answer questions after the session they moderate in order to get feedback on
how to improve the process.

The Secretariat, in cooperation with the remote participation working group, will be
arranging for training sessions for remote moderators in the months leading up to the

Baku meeting.

Any organizer who cannot find a remote moderator is invited to check out the list of
resource persons or ask for suggestion by writing to the Secretariat at: igfatJunog.ch.

IX. List of resource persons

Individuals who would like to be a resource person, either as part of a workshop or a
main session, are invited to register with the IGF secretariat.

Organizers of workshops and sessions who are looking for people to fill a slot on a panel
or be otherwise involved within their workshop proposals, including as remote
moderators, will be invited to access that list maintained by the Secretariat at
http://www.intgovforum.org/cms/resource-person to find speakers and contributors for
their sessions.

The list of resource persons with short bios indicating their areas of interest and expertise
will be made available on the IGF Website.

X. Logistics
A. Meeting Rooms

B. Accessibility of the venue
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The IGF 2012 venue will be accessible for people with disabilities. Participants are
requested to contact the Secretariat and communicate any particular requirement in this
regard.

C. Other facilities

Event organizers and participants with special requirements (interpretation, room set-up,
etc) are requested to contact the Secretariat and communicate their requirements.

D. Hubs

Hubs were a great part of the Nairobi meetings success. Many locations are planning on
hubs for this year as they allow much greater global participation. It was a suggestion of
the open consultations that more attention be paid to the best way to include hubs as part
of the overall IGF meeting. Information on hubs can be found on the IGF website.
Stylized Timetable of the IGF 2012 meeting in Baku

09.30-12.30 12.30 - 15.00 15.00 — 18.00

Main session Lunch Main session
09.00 — 10.30 - 11.00 — Lunch 14.30 — 16.00 — 16.30 —
10.30 11.00 12.30 16.00 16.30 18.00

12.30 -

Workshops | Coffee Workshops | 14.30 Workshops | Coffee Workshops
held in break held in held in break held in
parallel parallel parallel parallel

The closing session will be held during the last session during day 4.
No workshops and any other event will be held during both the opening and closing
session.
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II. Chairman’s Summary

Seventh Annual Internet Governance Forum (IGF) Meeting
Baku, Azerbaijan, 6-9 November 2012

Chairman's Summary
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From 6-9 November 2012 in Baku, Azerbaijan, Internet governance experts, civil society,
government officials, international development actors, academics, private sector
representatives and other inquiring global citizens gathered together for the seventh
meeting of the Internet Governance Forum. The theme of the forum was ‘Internet
Governance for Sustainable Human, Economic and Social Development’.

More than 1,600 delegates representing 128 different countries spent the week together in
beautiful Baku. There was a particularly strong presence from civil society; they were the
highest represented stakeholder group at the forum. Participation was regionally diverse
and the participation of women at the forum increased significantly from previous years.
Youth delegate representation and activity was also sited to be a notable achievement of
this year’s IGF.

As per now standard IGF practice, the entire meeting was web-cast and participation was
offered remotely, more than doubling the active participation in both the main sessions
and workshop rooms throughout the week. Real time transcription was also available to
enhance the participatory experience for those present in Baku and around the world.

Remote participation has become a major strength of the IGF process as this feature
enables unprecedented access to and interaction with experts for any individual with an
Internet connection around the globe. It also significantly increases the knowledge
sharing, information dissemination, partnership building and capacity building that make
the IGF unique. 49 expert remote participants and panelists participated via video and
audio during the week. 52 different remote ‘hubs’ allowed IGF enthusiasts to gather
together to follow the proceedings in Baku.

This year’s meeting also saw social media activity spike significantly, as participation on
social networking platforms allowed the discussions to begin prior to the start of the
meeting, continue between meeting rooms and during breaks throughout the week and
now extend after delegates leave Baku to return home. There were many hundreds of
‘tweets’ about the forum each day, which reached millions of followers on the social
information-sharing network.

This summary primarily encapsulates the proceedings of the five main sessions, which
were organized through a series of open, multistakeholder consultations held throughout
the past year. Each main session incorporated the views and exchange of ideas that took
place during the many simultaneously held workshops throughout the week and were
translated into seven different languages.

In fact, the 7" IGF held a record number of workshops, best practice forums, dynamic
coalition meetings and open forum. These sessions allow participants to delve into both
complicated and oftentimes controversial issues in an open and intimate manner. Topics
at these workshops and other meetings ranged from issues related to cyber-security and
child protection online, the rise of social networks, the use of ‘big data’, and various
aspects of human rights as they related to the Internet, among many others.

30



Opening Ceremony

The opening ceremony formally handed over to the host country the seventh meeting of
the Internet Governance Forum and warmly welcomed the delegates to Baku, Azerbaijan.

In his opening address, Mr. Wu Hongbo, the United Nations Under-Secretary-General for
Economic and Social Affairs, explained that while it was his first meeting of the IGF, he
was greatly impressed with the dynamic discussion space that the forum provided and
noted the significant progress the IGF had made since its first meeting in 2006. Mr. Wu
expressed his sincere gratitude to the Government of Azerbaijan for their warm welcome
and generous hospitality. The Under Secretary General also highlighted the importance of
the IGF multistakeholder process and emphasized the importance of open, inclusive and
transparent dialogue, which brought all stakeholders together on an equal footing and the
remarkable capacity building opportunities the forum provides. Mr. Wu also noted the
growing popularity and prominence of the National and Regional IGFs, including the
recently launched Arab and African IGFs.

Mr. Wu then invited Mr. Ali Abbasov, Minister of Communications and Information
Technologies to deliver the welcoming message of His Excellency President Aliyev. The
President’s message reminded the delegates that the Internet was not only a space for the
exchange of information but also an environment which created new opportunities for
public governance and advances in education, health, business, banking and other fields
vital for positive human, social and economic growth. Azerbaijan is committed to
protecting the civil liberties of its citizens both offline and online, and was working to
increase its broadband connectivity throughout the country and to ensure it’s Internet
remained and open and secure space for all citizens.

Dr. Hamadoun Touré, Secretary General of the International Telecommunications Union,
emphasized the importance of the IGF and strengthened his support and commitment to
the Forum and its multistakeholder nature. He stated that clearly a balance must be found
between protecting individuals, institutions and whole economies from criminal activities
online. Dr. Toure announced the date for next years WSIS forum and other upcoming
ITU events, and emphasized the ITU's role in growing the Internet, increasing its access,
and assuring online safety and security. He assured participants that ITU did not want to
control the Internet, but rather wanted to re-affirm its commitment to ensuring its
sustainability using the multistakeholder model.

Deputy Prime Minister of Azerbaijan, Mr. Abid Sharifov, was next to address the
audience. He welcomed again the delegates to Baku and highlighted the government’s
commitment to the promotion of ICT, and explained that appropriate governance of this
process was crucial. 65% of the country is already using the Internet and new
technologies such as 4G are being used in many areas. The country is expanding the
Internet and has implemented a program which is guaranteeing the people access and
unregulated use of the Internet. The government is also implementing and continually
updating an electronic government platform improving public service delivery.
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Azerbaijan is also helping to lead the promotion of the Eurasian information
superhighway. ICTs, he said, are also fully integrated into the decade long plan for
growth in economic development.

Opening session

The 7™ meeting of the IGF in Baku appropriately set the stage for the exciting week that
was to come. A distinguished expert group of speakers addressed the remote and
physically present delegates. It was stressed throughout the session that we are living
today in a rapidly changing world, as information and communication technologies
continue to transform our day to day lives that bring our society many opportunities as
well as challenges. The annual IGF and increasing numbers of National and Regional
IGFs are able to best harness together all potential opportunities that the Internet presents
us and to address the many challenges that the Internet also creates for all stakeholders in
the IGF community.

A collective affirmation of the necessity of the multistakeholder model in handling
Internet governance issues was continually stressed throughout the session. The IGF
process, it was said, is meeting and even surpassing its mandate to both reinforce and lift
the ongoing enhanced cooperation efforts of the multistakeholder Internet governance
community. Here at the IGF, the governments are eager to listen to their civil society and
business communities. Capacity and partnership building take place in the main session
hall, at intimate workshops, in online chat rooms and in the long corridors at the Baku
expo center.

A universal call was made by the speakers to strengthen efforts to ensure both freedom of
expression and the protection of basic human rights in the online world. As more and
more people join this online environment each day, particularly in the developing world,
policy makers and law enforcement agencies must ensure that they enjoy the same
freedoms online that they do offline. Of course this will be a tremendous challenge as
these rights certainly differ culturally at local, regional and national levels. The Internet
has become ‘life-blood’ for many and its ‘organic’ nature means that new and innovative
policies must be crafted to address the new and emerging issues that will certainly
continue to arise.

Delegates and remote participants were reminded that soon the center of the Internet
would reside in the developing world. As critical infrastructures are expanded and mobile
phones become increasingly more available this will soon be our new reality. Internet
needs to compliment existing development activities in delivering basic education, health,
and public service delivery.

It should also bring new entrepreneurial opportunities and innovative business solutions
that can accelerate human, social and economic development. As this transformation is
already well on its way, a call was made to ensure that new local content, in local
languages that respected local culture and heritage, had both the capacity and resources to
be produced and maintained.
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Though the session was overwhelmingly optimistic there was an underlying message
delivered regarding the supreme importance of securing a safe and secure Internet for
young people and the generations to come. Appropriate regulations must be put in place
to assure this, while still assuring the basic principals of freedom of expression and
human rights. New cyber-security challenges were also discussed and it was agreed that
this dangerous threat must be addressed both urgently and collectively.

As the session concluded participants were set to embark on the rest of their weeks; to
learn, share experiences, build new partnerships and inform policy making in the exciting
and challenging field of Internet governance.

Emerging Issues

The now annual Emerging Issues session addressed two highly relevant and unique topics
over the course of the session. The first half of the session examined the extent that
Internet based services today offer new and radically different opportunities to help
families, social groups, communities and broader structures in society organize and re-
organize themselves when challenged by natural disaster or strife. The second half of the
session then explored a range of questions and issues related to the free flow of
information, freedom of expression and human rights and their respective balances with
intellectual property rights.

“Super Storm Sandy”, which battered the Eastern seaboard of the United States only days
prior to the IGF, set a tragic yet appropriate stage for addressing the emerging issue of
using ICTs in natural disasters and other emergency situations. The recovery effort
during the recent earthquake in Japan was used as a vivid example of how ICTs can be
essential and life saving tools in these situations. Tools to help find people, online
transportation and domestic resource data, public alerts and shelter information were just
a few of the countless services that various technologies provided the people of Japan in
the days, weeks and months after the earthquake hit. Technology helped the first
responders respond in the initial phase of the recovery effort and helped the survivors
survive in the second phase. In the rebuilding efforts technology help communities
rebuild.

The 2004 tsunami in the South Pacific was also revisited during the session, where
participants were reminded about the crucial role that civil society plays in disaster relief
efforts. Traditional media such as radio was the essential tool used during recovery
efforts there, as local civil society organizations on the ground were heavily relied upon
to coordinate the first and second phases of the relief efforts. In both examples, it was
stressed that public-private partnerships were essential to acting swiftly and effectively
during these times of strife. For example, in Japan, You Tube was widely used to
broadcast critical information while traditional broadcasting mediums were shut down.
Television stations that were up and running ran advertisements to build community trust
around the information that was being shared on the Internet.
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Looking ahead, critical recommendations were made to best prepare for the next major
disaster. While social media is becoming the first source for many in communicating vital
information in the aftermath of disasters, and is certainly an essential and oftentimes life-
saving service, we must be wary and attentive to the validity of information being shared
on the mostly un-filtered public platform. Safeguards need to be put in place to ensure
that misinformation that can cause both panic and danger is monitored closely. The major
takeaway though was that proper disaster preparation, through education, early warning
services, and standing public-private partnerships, all using various ICTs, need to be a top
priority for all stakeholders to best mitigate the next natural disaster, wherever it may hit.

The second part of the session addressed a variety of emerging policy questions and
concerns resulting from the rapid growth of the Internet. The discussion began by
exploring some of the implications of the use of new technical and political instruments
on the free flow of information and access to information while still respecting basic
notions of human rights. It was stressed that we live in a ‘brave new world’ where
traditional notions of copyright, consumer protection and government and other
intermediary regulations of media are being transformed in a variety of ways as a result
of the Internet.

While the session certainly built consensus around the notion of the necessity of
maintaining universal freedom of expression and limited content regulation on the
Internet, there were also some gray areas and debate within this budding policy
discussion. What about unique cultural content that is vital to the preservation of National
identity and history in many smaller countries? How about hate speech and religious
attacks on social networks; shouldn’t someone be regulating this? And if so, who should
this be? These were only two of many questions and concerns that were raised on this
issue throughout the session. It became clear that there would be no single rule or policy
choice to address these problems but rather a multi-faceted and flexible approach must be
taken that involved all stakeholders.

Next, panelists engaged the audience in a debate on what some acceptable and
proportionate measures might be that offer intellectual property protection, yet allow for
and respect individual users’ freedom to express themselves, to access and share content
and culture, and to innovate and create freely. Traditional media representatives reminded
participants that while free and open source content and information was certainly
valuable; so to was the dissemination of premium quality content newspapers, radio,
television, movies and music. A balance needs to be struck which guarantees intellectual
property, consumer protection and freedom of expression online.

Online privacy and safety was also discussed in depth throughout the session. Some
argued that new regulations might not be necessary to provide such privacy and safety, as
consumer protection laws are already in place in many parts of the world. These existing
laws together with education and outreach to new consumers of online content, especially
using mobile devices, was said to be crucial in assuring privacy and safety. It was agreed
that certain new threats such as cyber-crime and identity theft needed special attention
and innovative regulatory and legal policy solutions.
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It was established that these emerging challenges would only increase as we move farther
and farther into the digital age and that they will need to be addressed with wide ranging
and diverse solutions.

Managing Critical Internet Resources

The session focused on three main questions and introduced a summary of an important
related workshop on enhanced cooperation. The session namely addressed the following
issues, among others: the challenges and opportunities of ICANN's new gTLD program,
particularly the potential impact on developing countries; the latest situation of IPv6
deployment and issues around the development of secondary markets for address space;
and the upcoming World Conference on International Telecommunications (WCIT),
helping delegates understand its relevance to the IGF and explaining the WCIT process
which cleared up many misunderstandings.

Introducing the new gTLD program, it was noted that it was possible to open up the top
level, i.e. what we today see as .COM, .ORG, .AZ, .CN, etc., to an almost unlimited
number of suffixes, but before that happened many complex policy and operational issues
had be agreed. For example, deciding how to deal with applications to use geographic
names as a TLD, what to do if there were competing applications for a name (in the
ICANN process 13 different companies have applied to operate the . APP TLD), public
policies to address intellectual property claims, trademarks, etc. The role of governments
in developing and applying policy advice was also noted.

The audience was told this complex process resulted in 1930 applications, some for the
same name (noted above). Only 6% were for IDN TLDs, that is names using scripts other
than ASCII characters. Panelists also discussed the low number of applicants from
developing regions; there were very few applicants from Africa and Latin America.
ICANN's Government Advisory Committee (GAC) was on record as having expressed
concern about this problem and that more should have been done to increase outreach and
raise awareness. However, at the same time, when the TLD program began it was not a
priority for most developing countries, where the concern was more about connectivity
and access. Developing countries are now more engaged however, for example African
stakeholders are developing a new African strategy for [CANN and this includes
supporting the growth of the domain name industry in the continent.

All TLD applications were posted online with a public comment period on all and there
are various processes for lodging objections. The applications and any comments on them
are now being reviewed by a number of contracted expert review teams, checking, for
example, that the applicant has the technical ability and financial capacity to operate part
of the Internet's critical infrastructure. Other review teams look at geographic, intellectual
property and other issues. Discussion then focused on the role of Governments and their
ability to give "early warning" to an applicant of a potential objection. The early warning
is intended to flag to an applicant that a government has concerns, and gives (if
appropriate) the applicant the opportunity to modify their application to meet those
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concerns. Governments collectively, can file an objection on grounds of public interest as
consensus "GAC Advice" to the ICANN Board.

Different types of possible grounds for public interest objections were discussed, for
example, for a TLD "Amazon", which is not just a river, but also a region spanning a
number of countries. Governments should consider if this term can be appropriately used
to represent an online commerce service. Panelists and members of the audience also
commented on the appropriateness of using a generic term for private use, with one
speaker suggesting it was unnatural to assert a worldwide monopoly on a generic term.

Government representatives were at pains to make clear that they did not have a veto on
applications, but will use two nuanced and clearly defined processes to present potential
objections, neither of which was final.

The second question addressed the issue of secondary markets for IPv4 addresses and the
transition to IPv6. Introducing the situation, a panelist reminded the session that every
public service on the Internet needed an IP address if end-to-end connectivity was to be
maintained, and that the available pool of IPv4 addresses has already run dry, with the
remaining reserve expected to be depleted in two years. Yet devices are being added to
the Internet at ever increasing rates.

The theory had been to use a new address protocol, IPv6, however these addresses are not
being used and the transition is not going well. Many devices now connect to the Internet
using what are known as "carrier-grade NATs", which effectively provide a private IPv4
network using addresses that are not visible to the global Internet. The popularity of these
services is generally making secondary markets for addresses less necessary.

The final topic was the upcoming World Conference on International
Telecommunications (WCIT). WCIT is treaty-making conference organized by the
International Telecommunications Union (ITU) to modify the International
Telecommunication Regulations (ITRs). The process is not well understood, but had
recently received a lot of publicity suggesting current Internet operational and
governance models might be under threat. The session broadly agreed this was an
exaggeration, but there was reason for concern.

The ITRs are a short treaty document of high-level principles that have flexibly allowed
telecommunications regulations to evolve over the almost 25 years since they were
introduced. The purpose of WCIT is to consider how to update the ITRs to make them
relevant for today's ICT world. WCIT discussions are relevant to the IGF because the
modified ITRs might expand the ITU's jurisdiction into issues of Internet policy. But
unlike the IGF, the WCIT negotiations will not be multistakeholder, in the WCIT only
governments can speak and will vote on their outcomes.

Proposals for revising the ITRs have been submitted to the ITU for more than a year, and
some would have a direct impact on the operation of the Internet. For example, proposals
to apply telecommunication-style legislation about routing of traffic to the Internet would
be technically impossible, and would prohibit, among other things, local web-caching,
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proxies, and even the carrier-grade NATSs, mentioned above. A number of speakers
pointed out that applying telecom mind-set regulations are contrary to many of the
fundamental operating mechanisms of the Internet. There was strong agreement that it
would not be appropriate for governments in WCIT to give the ITU authority to regulate
or oversee the Internet.

A proposal for WCIT by the European Telecommunications Network Operators (ETNO)
was discussed at some length. ETNO recommended that telecommunication network
operators providing the infrastructure on which the Internet is run should receive fair
compensation for their investment. Their recommendations included suggesting a model
of "sender pays" for traffic over the Internet, the right to negotiate commercial
agreements with content providers and for agreements for end-to-end quality of service.

A former telecommunications regulator now leading a research institute in Sri Lanka
noted that investment flows from good business models, and that good business models
are supported by demand. Based on research his institute is conducting in places like
Indonesia, India, Pakistan, and Bangladesh, demand comes from attractive content. He
noted that developing countries face challenges in producing local content, so the send
pays model would likely isolate most developing countries from overseas content
providers. The proposal risks creating a balkanized Internet where providers will say I am
not serving an area too expensive for me.

The final comments on WCIT noted that there were two main concerns: the definition of
terms, for example should "telecommunications" include Internet, or processing, if yes
then it would mean the ITRs applied directly to the Internet and Internet governance;
Second, the scope, deciding which agencies were affected by the ITRs, for example
regulatory agencies or all providers of communication services.

The concept on "enhanced cooperation” has been debated in previous IGFs and other
international forums. It was also mentioned by a number of speakers during the opening
session as an issue the IGF should consider embracing more vigorously. The workshop
coordinator noted that except in the IGF, people tend to talk in their own silos; either
organizational silos of entities working on related ICT and Internet governance policy, or
silos of stakeholder groups. He suggested that this pattern needs to stop and that people
and organizations need to share knowledge and experiences. The IGF is an important
model for such sharing, but it only happens once each year. A more concerted effort is
needed both inside and outside the IGF to improve how we approach and tackle the
challenges of enhanced cooperation.

Internet Governance for Development (IG4D)
Development issues were noted to be one of the essential themes of the IGF, more so this
year considering its theme was ‘Internet Governance for Sustainable Human, Economic

and Social Development’. The IGF was praised to be one of the most relevant platforms
for influencing ICT policy formulation, specifically in developing countries, due to the
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nature of new economic opportunities, and social, cultural and political changes that the
Internet creates.

The session was divided into three clusters. The first cluster looked at the "Pending
Expansion of the Top Level Domain Space". This section examined how various actors
in the developing world (governments, industry groupings, the technical community, civil
society) perceive the relative costs and benefits of expanding the domain name space to
the end-user. It also assessed what kinds of support may be required to help communities,
NGOs and businesses from the developing world in bridging the potential inclusion gap
of TLD space.

As the Internet today is the most dynamic factor in global, social, cultural and political
development, concerns with the impact of the Internet, as well as with the workings of
the Internet were raised. This highlighted that further engagement with policy makers and
relevant governance institutions in other policy domains should be further included into
future IGFs.

The overall relationship between Internet governance and sustainable development was
raised as an issue of concern. Delegates were reminded that the concept of social
development was sometimes mis-understood to mean that this development emphasized
environmental protection and viability. Sustainable in this context actually means that
development progress should ensure that those generations to come enjoy the same
benefits and prosperity that current generations are receiving from development
activities. Therefore, when using ICTs in development we must keep our future
generations at the forefront of our minds.

The idea to create particular gTLD programs for developing economies for a second or
third round was raised. This is due to the fact that some regions are lagging behind, and
the opportunity must be seized at this early stage, as there are huge market and
community opportunities to develop. Another substantive idea that was raised regarding
new gTLDs is accessing the Internet through mobile phone devices. Shorter domain
names is a feature that needs to be taken into account, as Internet access will be
predominantly through mobile phone devices in some regions.

The second cluster was "Enabling Environment". Panelists explored various ways to
attract investment in infrastructure and encourage innovation and growth of ICT services,
including mobile technology and how these technologies can best be employed to address
development challenges. Additionally, it looked at the challenges and opportunities for
the participation of stakeholders in developing Internet governance policy, legal and
regulatory approaches.

The panel asked the floor to consider how Internet governance can address challenges
where the direct impact of the ICT sector and the Internet is substantial and threatening to
sustainability. Waste from the ICT sector, including the contribution to greenhouse gas
emissions from the ICT sector, are having a negative impact on the environmental
sustainability.
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Considering this, the question of who bares responsibility of this sector’s negative impact
was addressed. Would the private sector’s self-regulation be adequate? And if so, should
environmental factors be incorporated in the physical engineering of the Internet, in
network architecture, in the design of devices, data centers or applications? Delegates
debated these questions at length.

The pending expansion of the Top Level Domain Space was discussed in detail including
reviewing the 1930 applications that have been received by ICANN. Of note is the low
number of generic Top Level Domain applications categorized as community-related, as
there are 84 applications, representing only 4% of total applications. Discussion then
shifted to factors contributing to the low uptake of new generic Top Level Domains for
communities. Generally, it is believed that few measures had been taken to facilitate the
participation and engagement of communities, particularly those from the developing
world. Other contributing factors for low uptake from developing countries were
discussed including the barriers posed by the type and level of expertise needed to
complete the application, the financial requirement, and the short period of time for
applications to be submitted.

The third and final cluster examined the "Infrastructure" theme in greater detail by
discussing the key issues concerning Internet infrastructure from developing countries'
experiences and how new technologies and the global Internet governance mechanisms
address limitations, offer opportunities and enable development. This session highlighted
the significance of Internet governance for development, not as a fringe activity but as a
core element of the development agenda. An important message to take to the next IGF
was to bring more specific case studies and concrete actions to the forum.

Access and Diversity

The session addressed five main themes: infrastructure, the mobile Internet and
innovation, human empowerment, the free flow of information, and multilingualism.
These five themes were used to look at Internet access and diversity as a value
proposition and the issues that needed to be addressed in order to transform the
unconnected into empowered users, users into Internet creators and Internet creators into
the innovators who would fuel the economic transformation and international
development we desired.

The first question asked who should pay for the infrastructure needed to meet rapidly
growing demand. Government representatives on the panel, supported by others and
comments from the audience, highlighted the importance of public-private partnerships.
Four years ago when the situation of broadband in East Africa was poor, the government
of Kenya in particular supported and led initiatives to land fiber optic submarine cables
and cheaper international bandwidth. This has since been the foundation of new national
Internet infrastructure. Governments in the region also worked with the private sector to
build a national broadband network between major cities and towns, extending to rural
areas and across to land-locked neighboring countries. Where demand did not exist (or
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did not yet exist) to entice private sector partnership, the governments worked alone, for
example Kenya fully funded a national research network providing broadband to
universities, which is now being extended to high schools and secondary schools.

Another example that was raised was that of the Jamaican government acting as a catalyst
for investment by producing favorable licensing and regulatory regimes that allowed
private sector investment. However, a number of comments noted that to be sustainable
investment must be demand driven. Investment should be encouraged across the
infrastructure chain, inter alia, from international and local bandwidth, to Internet
exchange points, as well as favorable tax regimes, easing of import restrictions, and
national policies that brought together agencies to support a common goal.

An intervention from the floor emphasized that access needed to be addressed in a
bottom-up approach to ensure all the diverse elements of a country and culture were
considered. For example, India, with 18 official languages and many millions of people
with very dramatically different skills in terms of literacy are living in very different
economic conditions.

UNESCO noted the results of a recently completed survey that found a positive
correlation between volume of local content and access prices: the more local content you
have, the quality of service will be better and the access price will be lower. The speaker
noted this might seem paradoxical, but is what happens.

Open government data was presented as an effective stimulus for mobile application
development and innovation in services. Innovation hubs where young engineers and
entrepreneurs can meet have sprung up across the African continent and are new
ecosystems supporting mobile development and start-up businesses. There was
agreement that mobile Internet had opened up opportunities for micro-enterprises and
micro-entrepreneurs. They come from the grassroots, but are increasingly supported by
sophisticated infrastructure such as 4G networks and high quality handsets and other
mobile devices such as tablets as well as open software development kits. Responding to
a question from the floor, a panelist stated that with the quality of high-speed networks
and new mobile devices, the mobile Internet was a satisfactory replacement for wired.
The issues of women's rights and empowerment stimulated interesting debate, asking
how access to the Internet can help women realize the full range of their rights. The
session heard that around two thirds of the world's population of illiterate adults is made
up of women and that literacy is clearly a big issue in terms of access to the Internet. A
panelist noted programs were needed that provided technology to women not as passive
users, but as active participators and creators.

One of three feeder workshops for the session reported on technology, economic and
societal opportunities for women. Their discussions had focused on what was required to
get women to have access; on education and skills building to empower women to get
online; the challenges of cyber-crime and violence directed at women and how these can
force women to stay offline, and, empowering women to overcome these challenges.
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A second feeder workshop described how libraries and other community services can
deliver public access to the Internet. Their discussions had explored how public access
solutions could meet community needs and solutions that took advantage of existing
infrastructure, expertise and partnerships with the private sector. A third workshop
reported on consumer rights and consumer protection, moving from the issue of gaining
access to ensuring the quality of that access and asking if access to the Internet should be
considered a new human right.

Access in terms of accessibility for people with disabilities, including aging populations,
was raised as a global challenge. It was highlighted that approximately 1 billion people
were living with disabilities and this number is going to increase, particularly as
population’s age. Reference was made to a study by the International Labor Organization,
which showed that the disabled people are more likely to be unemployed than able-
bodied people.

The English language dominated the Internet of the 1990s and early 2000s, but recent
efforts were described that had given rise to a more multi-lingual global Internet. Most
obvious has been the rise of Chinese Internet users, which has given Chinese language
very strong prominence. The use of Chinese, Arabic, Cyrillic and other non-ASCII
scripts has also been supported by technical developments such as internationalized
domain names; speakers noted IDNs as an important facilitator of language diversity on
the Internet.

A panelist described his government's efforts to preserve local, indigenous and
endangered languages. The Public broadcaster had long preserved content in different
indigenous languages, but for many years had no platform to make them available.
Digitalization and online services are able to make such content available. However,
conservation of local languages needs indigenous people to come forward and help the
government and other bodies. The drive to preserve endangered languages has to come
from people themselves, not left just to government to respond in a top-down manner.

In closing the session, the chair presented research that a 10% increase in broadband
penetration can lead to a 3.2 per cent increase in a county's GDP, along with a 2 per cent
productivity increase. She noted broadband Internet can play important role in boosting
the economy of a country as well as the well being of citizens.

Security, Openness and Privacy

The security, openness and privacy session examined and questioned a wide range of
rapidly emerging controversial issues relevant to and impacting online and offline
security, privacy, and notions of identity as they relate to concepts of human rights and
freedom of expression. As more and more individual lives and societal groups are
moving into the online world, traditional safe guards, legislation and various regulations
to protect both individual rights as well as national security are being re-examined.
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In the past year Internet users around the world have become more aware of new
perceived ‘dangers’ of this online world. The concept of ‘big-data’ has become a major
issue of concern as we learn more and more about how our personal information is being
extracted and retained by companies when we are online going about our now daily lives.
Users are also learning about how we are now often times being watched through satellite
and hidden camera surveillance techniques.

Companies argue that users need to be responsible and wary of their behavior and safety
online, and governments justify surveillance for national security reasons; however, this
does not bring comfort or satisfaction to most. Panelists engaged one another and the
audience in a debate on what rights users should have online in this regard, taking into
consideration the vital and usually over-riding importance of national and global security
as well as existing human rights treaties.

Policy issues regarding both domestic and trans-border cyber-crime were also discussed
in depth during the session. Subject experts emphasized the increasing complexities of
such attacks, noting also that the technology enabling this behavior is only going to
become more sophisticated and harder to combat. Who should bear the responsibility for
preventing these attacks? Arguments can be made that this responsibility should fall on
government policy makers, national militaries, Internet intermediaries, or individual users
themselves. Some consensus was built that it was not one actor but rather the
multistakeholder community that should be addressing this dangerous and burgeoning
threat.

Strong calls were made by both panelists and participants in the session about
guaranteeing individual human rights and freedoms of expression in our collective
societal transition to life on the Internet. These rights have been traditionally granted and
sustained for the betterment of society at large, and this should not change when
individuals go onto the Internet, whether it’s a rural villager on a mobile phone, a child
interacting with new friends on a Facebook account or a priest communicating to
followers on a blog.

It was argued that access to knowledge and the right to speak one’s mind freely is
essential for pursuing human, social and economic development. It was said too that
surely we need to watch for abuses of these rights, that we must not be harming one
another and that the rule of law must always be kept in mind and assured, but we also
must build a level of trust and mutual understanding about using the Internet so that we
can use it freely and openly to best harness its potential.

Rousseau’s social contract was used as a metaphor during the session as a way that we
could re-think public policy on these emerging and sensitive issues. To obtain certain
individual rights, it was said; we must also perhaps hand over certain freedoms to others
to guarantee such rights. In the online world this might mean that we need some
safeguards or regulations in place to maintain our security and safety on the Internet. As a
result of our rapidly globalizing society Rousseau’s contract which was meant for the
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individual and the sovereign state might now apply to the individual Internet user in the
online world.

Examples of hate crimes happening online and the appropriate way to deal with such
crimes were examined as well. More and more instances of ‘cyber-bullying’ are arising
on social media sites as young people see themselves often as having autonomous
identities in cyber-space. Should they have the right to be invisible in this space? Who
should be held responsible when a child uses a social media platform to cause emotional
harm to a classmate; the social media platform, the parent’s of the child or nobody at all?
This debate had no easy answer aside from that education was absolutely essential.
Internet users of all ages but be trained on the risks of going online, about the risks and
about basic human responsibilities and that the same un-written rules of how we should
treat one another should apply online that do offline.

The inclusion of developing countries in the debate was stressed throughout the session.
Oftentimes in this new policy domain laws or regulations established in more developed
countries or regions can affect other countries. Developing countries need appropriate
autonomy to be able to formulate policies that are unique to their social and economic
development paths and national or regional cultures. Developing countries now also have
the most to gain in their policy formulations as they are sometimes starting from scratch,
meaning that assuring access and openness to the Internet, to best harness the potential
for entrepreneurship and to give their people empowering rights and freedoms that the
Internet can provide.

A conclusion that did emerge was that the inclusion of youth, in formulating policies on
all issues, was absolutely essential. Young people represent the future and are already the
most tech savvy generation in most countries. This trend will only continue to increase
and hearing their voices and following their lead is certainly the optimal path for us all,
using the multistakeholder model, to ensure our respective security and privacy while
also maintaining and growing an open Internet available to all.

Taking Stock and the Way Forward

The ‘Taking Stock and the Way Forward’ session reflected on the experiences of the
participants and allowed the stakeholders to discuss their observations and conclusions
stemming from the workshops and main sessions during the week. Delegates also shared
lessons learned in Baku that could be used to improve the forum in years to come. It was
generally agreed that the 2012 Baku IGF had been a significant success and step forward
for the IGF.

The Azeri government was praised for organizing and hosting the well attended and
substantively active four day meeting. In particularly, participants discussed the Forum’s
contribution to the development agenda, as it was core to the meeting’s theme. The forum
was also lauded for its contribution towards broader enhanced cooperation efforts
amongst the various multistakeholder Internet governance policy making foras.
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Speakers from all stakeholder groups recommended that the IGF should be used to
advance the work done over the past year in other fora to advance discussions on
enhanced cooperation. These recommendations echoed similar calls for the IGF to take
up discussion of enhanced cooperation made by a number of speakers during the opening
session of the 7™ IGF 4 days earlier.

There were many useful suggestions from participants as to how the forum could be
improved. It was noted that while the participation of youth had increased, there was still
much work to be done in including more youth, as active participants with speaking and
teaching roles and in planning the IGF itself. The IGF exists to help shape policies for the
generations to come and thus youth should be at the heart of the discussions.

The pending recommendations of the CSTD working group on improvements to the IGF
were also brought up as another point of guidance for improving and planning future
meetings. Integrating the outcomes of the National and Regional IGFs into the annual
meetings should also be priority to capture the activity of the broader IGF community
that takes place between the annual global gatherings.

The first part of the session looked back at the other main sessions that had taken place
throughout the week. Rapporteurs reported back on the main themes that emerged from
each of the sessions and informed delegates and remote participants on these themes and
new questions that had been brought up as a result of the respective discussions and
debates. This exercise is crucial in ensuring that the substantive debates that take place
each year at the annual IGFs continue to evolve and build on each other, keeping up with
the rapid expansion of the Internet and the new challenges that are coming up as a result
of this.

The rise of social media activity amongst the IGF community was highlighted as being a
significant achievement and step forward. In this regard a short presentation was made on
the activity of the ‘IGF cloud’, as analysis of what was said on social networks such as
Twitter and Facebook can reveal a lot about the thoughts and ideas of participants,
especially those contributing remotely. It was noted that ideas shared on social networks
are often more revealing and personal than those that are shared in actual session halls
and workshop rooms and thus are important to explore.

There were more than 3,000 tweets about the forum’s activity during the week that
reached approximately 2.8 million people online. It’s clear that the social network
activity significantly increases the information sharing reach of the IGF and contributes
to capacity building and partnership building outside of the annual meetings. The report
of the cloud activity is available online at igf2012.diplomacy.edu.

The second segment of the session discussed recent initiatives by various government and
non-government actors to set principles and new frameworks and the both positive and
negative implications that such initiatives might have. Delegates also questioned what
role the IGF should have in formulating such new principles and frameworks in the
Internet governance policy making sphere. Delegates counted more than 25 different sets
of principles that exist in some form or another, as proposals or drafts, some coming from
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groups of states others unilaterally. Some are proposed by organizations like the OECD
or Council of Europe, by government-led initiatives such as Brazil's multistakeholder
developed Internet Bill of Rights and others by civil society organizations.

Delegates debated how the Internet governance community should move forward with all
of the various principles and if the IGF should also try to develop its own set of
principles. Consensus was reached that regardless of what next steps are taken in
formulating or building new principles and frameworks, they should be grounded and
built using the multistakeholder model. The IGF is the ideal setting for comparing and
contrasting such principles, to see where there is consensus amongst the various groups
but also where there is divergence. Where there is clear divergence the IGF platform can
be used to bring all stakeholders to the table to rationally discuss differences and find
compromise.

Though it was mostly agreed that the IGF should continue its role as a non-binding
discussion and policy formulating platform, it was emphasized that the outcomes and
trending topics of the annual meeting should be documented and disseminated into other
Internet governance foras in a more effective way.

The third and final part of this session examined the way forward for the IGF.
Specifically, delegates examined the role of the global Internet community in the IGF,
how the IGF should evolve, and the impact of upcoming ECOSOC and General
Assembly meetings on the Internet governance landscape and on the IGF. Funding of the
IGF was discussed at length and all agreed that funding must be increased to ensure the
forum’s sustainability and relevance. Traditional funding must be maintained and new
sources must be sought out. In-kind contributions must also increase and innovative new
sources of funding should be explored.

Much momentum was gained and it was agreed that all members of the IGF community
should continue and even increase their efforts towards growing and enhancing the IGF
between the actual annual meetings. Capacity building, knowledge sharing, outreach and
awareness and other activities need to continue to take place throughout the year and
stakeholders should work closely together with the MAG and Secretariat to play their
part.

Closing Session

A diverse group of speakers representing the multistakeholder IGF community addressed
the delegates on the afternoon of the last day of the forum to wrap up the 2012 meeting.
The session allowed for a collective reflection by all participants on some of the key
themes that had emerged from the main sessions and workshops and allowed the IGF
community to look ahead to the next cycle of important work to ensure that the IGF
continues to improve.

The speakers noted in particularly that the IGF had successfully evolved and progressed

from previous years. The IGF community was lauded for many of the forward looking
sessions and workshops that had been organized throughout the week. This magnifies the
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uniqueness of the IGF as it is able to evolve to keep up with the fast pace of emerging
policy debates stemming from the rapid growth of the Internet. It’s clear that the IGF is
delivering in the larger enhanced cooperation efforts of the global multistakeholder
Internet governance community and is well positioned to continue doing so moving
forward.

Representatives of the host country were both pleased and honored to have hosted the 7"
IGF. It had raised public awareness of the importance and growth of the Internet in the
country and surrounding region. Azerbaijan is in the midst of a significant economic
transformation, and ICTs and Internet connectivity are the tools that are aiding its
development into a knowledge-based and innovative society. Businesses across the
country are booming as a result of the growth of the Internet in Azerbaijan and the
commitment on behalf of the government to enable access to the global online world. The
youth of Azerbaijan are benefitting in particularly from Internet technologies and
significant government spending on initiatives supporting youth and ICT. Integrating
ICTs into education at all levels and enabling young people to become innovative
entrepreneurs is a top priority of the government.

Reference was made by many speakers to other upcoming international high-level
gatherings where Internet governance policy issues will be discussed and existing
frameworks and regulatory measures will be reviewed. It was said that the
multistakeholder model must be maintained at these various foras and that the Internet
governance community must be cautious and comprehensive in considering any
alterations to current governance and policy models that have allowed the Internet to
bring so much positive social and economic development in recent years.

A strong call was made by the civil society representative for the IGF to continue to be a
forum which promoted human rights and freedom of expression on the Internet. Users
must feel safe on the Internet regardless of where they live and should enjoy the same
freedoms as they do offline. This will certainly be a controversial and increasingly
important policy debate in 2013 and beyond and the voice of civil society must be heard
on an equal footing at all of the various international Internet governance foras where
these issues will be debated and discussed.

Representatives of the Internet and business communities emphasized the importance of
the multistakeholder, bottom-up Internet governance model championed by the IGF to
ensure that the Internet fairly advances social and economic development around the
world. The Internet is a hugely powerful economic force and has a direct positive impact
on job creation, trade, and market competition, both for small and large enterprises, and
for mature and developing economies. In shaping policy, attention must be given to
advocating fair market entry and investments, promoting innovation and eliminating
economic barriers for companies looking to invest in new markets from the developing
world. Thus, the IGF must emphasize in the years ahead the increased participation of
new stakeholders from the developing world.
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Finally, the Government of Indonesia expressed its intentions and willingness to host the
8™ IGF in 2013. This statement was met with enthusiasm and positive expectations by the
delegates in Baku.
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WU Hongbo:

Your Excellencies, Vice Prime Minister, colleagues, ladies and gentleman, colleagues
and friends, on behalf of the Secretary General of the United Nations, Mr. Ban Ki-moon,
allow me to welcome you all to the 7th annual meeting of the Internet Governance
Forum, and to thank his Excellency President Aliyev, the Vice Prime Minister Sharifov,
the Government and the people of Azerbaijan for hosting this event in the beautiful city
of Baku. This is the first time for me to attend the IGF as Under Secretary General of the
United Nations and I look forward to meeting, listening to you and learning from you
throughout the forum.
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As you all know, the Internet Governance Forum was convened by the United Nations
Secretary General in 2006 as multistakeholder forum for policy dialogue related to
Internet governance issues. The congregation here of all these stakeholders represents the
most valuable asset of the IGF which is a dynamic discussion space where every voice
has the same. The IGF is an open, inclusive and transparent forum. It welcomes
governments, intergovernmental organizations, business representatives, the technical
community, Civil Society organizations as well as any individual Internet user who are
interested in Internet Governance Forum.

Thank you for joining us here this week. A special thanks also goes to everyone
participating today and throughout the week. The United Nations is committed to
preserving and improving the core ideals of the IGF and its inclusive multistakeholder
makeup. Year by year the IGF has gained prominence among Internet governance
stakeholders groups providing all with an opportunity to contribute to debate and
exchange views on various Internet related issues.

Although this is my first IGF with you, I have long been impressed by the success of this
initiative. Despite extremely scarce resources, the forum has continued to grow both in
prominence at a global policy making level and in its extent of participation and public
interest around the world. The popularity of the IGF is reflected also in the growing
number of regional and the national IGF initiatives around the world. In fact, the African
and Arab IGFs have just had their first meetings last month in October.

The capacity building opportunities the forum provides are truly remarkable. Such a vast
variety of stakeholders are able to learn from one another and to build long standing
partnerships that are so crucial for development. My department, working with other
United Nations entities, is committed to continuing and strengthening the IGF capacity
building activities and to help provide training on the use of ICTs for development for
those in need.

Let me take this opportunity to thank wholeheartedly the Multistakeholder Advisory
Group or the MAG, which provides extensive leadership and guidance to this forum. For
several MAG members here physically or participating abroad, this is their first IGF as
members of the MAG. I welcome you all and look forward to working with you. I also
thank our generous donor community whose contributions to this IGF trust fund have
helped enable us to engage in capacity building programs such as the IGF fellowship
program. The fund provides travel support to under represented groups and the
participants from developing countries.

We look forward to your contribution in the future. This year the IGF theme as
determined by the MAG is Internet governance for sustainable human, economic and the
social development. This theme reflects the increasing role of the Internet in the evolution
of the various aspects of development across all countries.

Clearly, the Internet is the important tool for development. It is utilized in multiple
sectors including health, education, agriculture and industry, disaster relief and
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environmental protection among so many others. Worldwide communications is now
faster and easier than ever. Telemedicine and e-learning are available to persons in
remote areas and the mobile phone technologies are empowering millions of women in
developing countries creating entrepreneurial opportunities. The use of ICTs in providing
vital Government services is on the rise.

Internet penetration rate has accelerated. According to the ITU, there were 2.3 billion
Internet users by the end of 2011. Mobile broadband reached more than 1 billion
subscribers, while the use of fixed broadband was estimated at 590 million subscriptions.

While the progress is purely significant, we have a long way to go in our collective
efforts to bridge the digital divide. Only a quarter of the inhabitants in the developing
world were online by the end of 2011. This low number of Internet users in developing
countries calls for increased efforts in shaping and implementing appropriate policies to
assist everyone to harness the benefit of the Internet and advance sustainable
development.

This is a task for all of us. The Internet Governance Forum is an important venue for
raising awareness, initiating discussions, identifying ways to address digital divide and
informing the policy making processes.

I invite all of you to actively take part in the discussions. Let us also use this opportunity
to discuss the critical issues before this forum in the broad context of the implementation
of the action plan, of the World Summit and the information society, the Rio+20
conference and the preparation for the post 2015 development agenda.

Excellencies, colleagues and friends closing wish to thank once again his Excellency
President Aliyev, Vice Prime Minister Mr. Sharifov and their excellent team for making
this forum possible. Thank you all for being part of Internet Governance Forum. I wish
you a fruitful and enjoyable week in Baku. Thank you very much.

Ali Abbasov:

To participants of the 7th Internet Governance Forum in Baku, we are thrilled to
welcome you, the participants of the 7th Internet Governance Forum in Baku, organized
by the United Nation and the Government of Azerbaijan. Internet is not only a space for
exchange of information but it also serves as an environment that creates new values and
encompasses public governments, education, health, business, banking and other fields.
Protection of human liberties is one of the vital activities of the modern Internet network.
Development of Internet based media, freedom of ideas and speech on the Internet and
enlargement of social networks, ensuring open and transparent activity of the
Government, and involving citizens in governance are the new opportunities provided by
the global network for people. Azerbaijan pays special attention to the development of
information and communication technologies and the Internet. Around 65 percent of the
population of the Republic of Azerbaijan uses the Internet. The most recent technology,
4G, has already been introduced in our country.
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It is also important to note that Azerbaijan enjoys the freedom of the Internet: Internet
based radio and TV programs, electronic newspapers and journals, external and internal
social networks have been widely spread out in Azerbaijan. Thousands of bloggers freely
operate in the Internet space of Azerbaijan. We welcome all the goodwill aspects of the
Internet which are aimed at developing friendly relationships among people and the
nation and creating the relationships based on equal and mutual respect. I wish you good
luck and success during the forum and believe that the forum will contribute to global
development. (On behalf of ITham Aliyev, President of the Republic of Azerbaijan.)

Hamadoun Toure:

Your Excellency, Deputy Prime Minister, Excellencies Ministers, Excellency Minister
‘Wu Hongbo Under Secretary General for Economic and Social Affairs, ladies and
gentlemen, distinguished guests, it is a great pleasure to be here with you today for the
opening of the 7th annual meeting of the Internet Governance Forum, which is taking
place here in this wonderful city of Baku alongside the 18th edition of BakuTel, the
largest ICT event in the Caspian and Caucuses region.

The IGF is an excellent example of multistakeholder in action. This is hardly surprising
as the IGF was one of the outcomes of the World Summit on the Information Society, the
WSIS, which was the most wide ranging, comprehensive and inclusive debate ever held
on the future of the information society, organized by ITU.

For the first time governments, the public sector, the private sector, intergovernmental
organizations and Civil Society all worked together hand in hand for the common good.
ITU remains firmly committed to the multistakeholder WSIS process and has been
afforded the leading manager role in terms of responsibility for the WSIS plus 10 review
processes following the endorsement by the United Nations Chief Executive Board of the
plan of action for the overall review of the implementation of the WSIS outcomes.

I therefore look forward to welcoming you all to the next year's WSIS forum which, once
again, will be the main forum for multistakeholder dialogue on the future of the
information society. The forum will be held in Geneva from 13 to 17 May 2013.
Distinguished colleagues, the 2013 forum coincides with the 5th World
Telecommunications Policy Forum, WTPF13. This event will be of very special interest
to IGF participants as the forum will focus on international Internet related public policy
matters.

The WTPF exists so that ITU membership can debate key issues in the world of ICTs in a
low pressure setting. WTPF13 therefore represents a tremendous opportunity to air the
issues among fellow experts and I look forward to seeing many of you there. In July this
year, ITU council agreed that all 11 stakeholders should participate in the informal group
of experts that has prepared the content for the discussion at the WTPF. As a result,
participation in the work of this expert group is now open to all stakeholders and many
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ITU non-members, such as ICANN, Google and PayPal, to name just a few, they are now
actively participating in the WTPF expert group meeting.

With regards to ICANN, I would like to offer personal congratulations to Mr. Fadi
Chehade, the new President and CEO of ICANN. Mr. Chehade is well known and highly
respected by the ITU membership. His appointment represents a new era and I look
forward to the exciting opportunities that lie ahead and all that can be achieved together
and in a positive spirit of collaboration. Ladies and gentlemen, we are now less than
month away from the start of the Conference on International Telecommunications 12
which runs from 3 to 14 December in Dubai. WCIT 12 will review the international
telecommunication regulations, the ITRs, which date back to 1988. The current ITRs set
the stage for the mobile revolution and the information society and we are confident that
the 2012 ITRs will help assure us in the knowledge society.

Simply put, WCIT 12 is about putting ICTs in the hands of all the worlds' people. It is
about the free flow of information, promoting affordable and equitable access to all,
including people with disabilities; the continued development of broadband, including an
increased focus on energy efficiency, and combating climate change; it is about
continuing investment in network, services and applications and perhaps, more
importantly, in this very fast moving world continuing to promote a harmonious and
conducive international environment that drives innovation.

Governments who implement new provisions that might be provided by updated ITRs
would help to stop fraud and other crimes, but some commentators have suggested that
they could also legitimize censorship and we have to be very careful about that too. The
fact is, however, that ITU Member States already have the right, as stated in Article 34 of
the Constitution of ITU, to block any private telecommunication which appears
dangerous to the security of a State or contrary to its laws, to public order or decency.
The ITRs cannot overwrite the constitution and many authorities around the world
already intervene in communications for various reasons such as preventing the
circulation of pornography or extremist propaganda, racist behaviors or the promotion of
genocide.

Clearly a balance must be found between protecting people's privacy and the right to
communicate and protecting individuals, institutions and whole economies from criminal
activities. WCIT 12 is where these fundamental issues can be openly debated in search of
a solution that is acceptable to all and let me remind you that no proposal can or will be
accepted if they are not agreed by consensus. This is the ITU way and it has proven to be
extraordinarily successful and durable over our long history dating back almost 150
years.

Other important barriers to connectivity that will be addressed at WCIT 12 are the serious
obstacles faced by the 1 billion people with disabilities in the world today. The ICT
sector needs to step up to its responsibilities in this regard and find workable solutions
that fully include all people and recognize everyone's potential in our shared need to be
connected. Indeed, this right to be connected is in itself enshrined in Article 33 of ITU
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constitution which is directly supporting to the critical use of freedom of expression and
the right to communicate.

This is paralleled in the universal declaration of Human Rights. Indeed, let me quote you
Article 19 of that declaration. Everyone has the right to freedom of opinion and
expression. This right includes freedom to hold opinions without interference and to seek,
receive and impart information and ideas through any media and regardless of frontiers.
So let me be absolutely clear: WCIT 12 is not in any way going to be challenging Article
19 or indeed any other Article in the Universal Declaration of Human Rights and I hope
to see that in the preamble of that document.

Distinguished colleagues, concerning WCIT and the Internet, you will have seen
misleading stories about ITU and the United Nations taking over the Internet. This is of
course ridiculous. ITU continues to play its role in the reality of the Internet and, as we
have done since the Internet's inception, for example, through ITU broker and ITU
approved global standards for the critical transport layers of the Internet and Internet
access technologies. But this does not mean that ITU wants to take over the Internet or
control the Internet. Indeed, I don't even know what that might or would really mean in
practical terms. In any case, I can tell you, I welcome again the opportunity with
organizations such as ICANN and the new leadership to fulfill our different mandates
that are different but complementary for the good of human kind.

Before I close, ladies and gentlemen, let me say once again that ITU has been and will
continue to be an active participant in the IGF. We continue to be working with the
stakeholders and we are pleased to be able to offer a multistakeholder forum for open
discussion of these and any other issues. So let's continue working together to ensure that
the entire world's people can benefit from equitable, affordable and safe access to the
Internet.

Abid Sharifov:

Allow me to warmly welcome you and to wish you every success in the forum, this is the
first time we are hosting such an event in Azerbaijan, and this is a reflection of our
accumulated knowledge and our commitment to the promotion of information technology
in our country. Information and communication technologies and Internet governance are
key areas of focus for us.

Thanks to the decisions that have been taken place in this area in particular, in the area of
translation of ICTs as well as the involvement of states in governance activities and the
establishment of governance structures, we have moved forward with the state agenda.

The economic and social development that results from the Internet is indeed a testament

to its prominent role, in this world, which is rapidly globalizing. This forum is of key
importance because it reflects a number of key elements in Internet governance.
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There are a great number of participants in this forum who represent state entities as well
as NGO's and other entities as well. In recent years, we have been involved in the entire
range of activities involved in information and communication technologies and
technologies at a modern level. We have been able to improve Internet access as well as
improve the facilities for its use. We are committed to the initiative that we have
launched as a government. We have also adopted a program to guarantee access to
information through an electronic government platform.

As of next year, Azerbaijan will be launching its first communication satellite, which will
represent new possibilities for using modern services in the region and this will include
the countries of Eastern Europe as well as those of central Asia, the Middle East and
Africa. Azerbaijan is also planning to launch an initiative at the Eurasian level for an
information superhighway. This will be supported by a special resolution of the General
Assembly. In this way this project will respond to the needs of the region and meet the
needs of some 20 countries. This will ensure rapid Internet access. We are also launching
a project to improve access to all sorts of services in the region. This will enable us to
ensure that each household is part of the telecommunications network and infrastructure.
All of these examples are a reflection of our willingness to develop a policy that creates a
space in which Internet use is easier for all.

This is part of our larger effort to develop society. Among other initiatives we are also
seeking to ensure that the measures taken as part of the decade long plan are fully
implemented. We are trying to create results that will resolve a number of issues that are
stemming from the rapidly globalizing world that we live in. The guarantee of freedom of
access to the Internet at the international level and nationally also guarantees the respect
for human rights. Part of this effort involves the establishment of norms and standards
and regulations and this requires a sustained effort. With regard to security in the private
sector and personal data, for example, security on the Internet for our children, these are
just some of the issues that are of great importance.

We cannot make the Internet a tool that only creates problems or that promotes
Xenophobia, racism or other types of intolerance. We must rather develop principles for
international cooperation that reflect all of these global concerns. We are organizing these
activities in Azerbaijan, a range of activities, and we believe that these will help to
develop a platform to ensure that a number of procedures are fully implemented in this
globalised world.

Finally, with regard to regulation and development of Internet, these are also very
important. I wish all participants my best wishes for every success in this conference. We
believe we have created the conditions that will ensure for constructive participation for
all and conditions that will bring results. I would also like to ensure that you have an
opportunity to get to know the ancient culture of Azerbaijan and its people as well. I hope
that you return home with very positive impressions of my country and I welcome you all
again here to Baku, thank you.

WU Hongbo:
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On behalf of the United Nations once again, a warm welcome to you all to the opening
session. I would like to take this opportunity to thank His Excellency, President Aliyev,
for his insightful remarks delivered through His Excellency Minister Professor Dr.
Abbasov. There is no doubt that we are holding our forum in the most appropriate
country as Azerbaijan is leading the way in the region in the future of ICT.

My thanks also go to Secretary General Mr. Toure for his very important message and his
continued leadership of ITU. In accordance with the customs of the Internet Governance
Forum, I now have the honor to invite His Excellency Professor Dr. Ali Abbasov,
Minister of Communications and Information Technologies, Republic of Azerbaijan, to
assume the chairmanship of the meeting on behalf of the country. Your Excellency, you
now have the floor, thank you.

Ali Abbasov:

Ladies and gentlemen, first of all with great pleasure I welcome you all, guests of
Azerbaijan and participants in the IGF, and express the gratitude of my government to all
United Nation officials who had a hand in the decision to hold this high level event in
Baku. Today and over the next 3 days we will be discussing very important problems of
the virtual world. The online fate of nations and relationships between them may well
depend on the solutions of these problems.

We all, humanity as a whole, pay great attention to the Internet and related issues because
the global network has become a real environment in which people live and work.
Government’s function, companies do business and nations interact without borders. The
main topic of our forum is to find answers to the questions of how to improve the quality
of Internet governance, make it democratic, effective and reliable, ensuring all rights of
nations to participate in this process.

In order to be part of the global network, every country has to provide its people with
quality access to the Internet, with a wide range of local content and high speed
International activity. In Azerbaijan, the government attaches great importance to the
development of ICT and the Internet. State programs brought us to Internet penetration of
65% and 30% broadband by the end of 2011. With the implementation of 3G and 4G LD
technologies, mobile broadband is speeding up and covering the whole country. To
breach the digital gap in the provinces and especially in the rural areas the government
has had to realize a broadband strategy. At a total cost of more than 100 million USD the
project will expand ICT markets, giving opportunities for private business. Demand is
growing due to the government projects on e -government, e -health, education, and has
expanded private sector online activity such as e -commerce and trade and eBay business
and banking.

On the other hand, civil society is taking up Internet radio and TV broadcasting, e-

newspapers and magazines, online conferencing and group discussions and social
networks. The number of Facebook users alone in Azerbaijan is operating near 1 million
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and in terms of activity rate, for this indicator, Azerbaijan is one of the leading countries
in Asia. There are more than 20 Internet television broadcasters and tens of thousands of
bloggers. No authorization or license is required for any activity conducted over the
Internet, be it media or business activity. The Internet in Azerbaijan is not controlled and
regulated by government.

The digital divide is, from our point of view, one of the important problems requiring our
attention, especially in developing countries. To breach the digital gap in Eurasia,
Azerbaijan has initiated the project, Transnational Eurasian Information superhighway,
connecting Europe with the Asia Pacific and bridging connectivity. The project has been
supported by the United Nations General Assembly. A second project on connecting
Europe with the Middle East via Russia is the Europe Persia Express Gateway, which is
under construction.

A second problem for consideration is global cyber-security. Internet cybercrime is
covered by countries' domestic criminal codes, including Azerbaijan, but more frequent
and dangerous are cases of cross border cyber crime, when hackers from one country
attack the digital resources of another. It is especially dangerous when threats are the
results of internationally organized crime, unfortunately sometimes supported by
governments. Therefore, we really need to work on the International Cyber Crime Treaty
authorized by the United Nations. Also the condition of the Council of Europe on cyber
crime now has 46 signatories. We need a document committing all countries to respect
norms of cyber security. Another important aspect of the Internet is the online rights of
people. We all have to make sure that online rights are respected in every country, but
online rights to freedom of expression are very sensitive with regard to privacy and
information security and the right balance between these three concepts must be ensured.

Finally, there is the technological control and governance of the Internet. We have all
been working on the new principles of Internet governance. WSIS helped Indonesia in
the 2005. Now the most discussed topic for IGF is the question of how to modernize and
internationalize Internet governance but, first of all, we have to thank the US because
they brought the Internet to the world. We have to thank ICANN for its long -term efforts
on Internet governance and very effective democratic governance. The Internet is
borderless and there will be no borders in Internet governance; however, the presence of
internationalization of Internet governance needs to continue without any side effects
which could lead to the technological falls and organization of violation of the work of
the Internet. From my point of view this process should be gradual and considered by a
working group that should work closely with ICANN.

Finally, once again I would like to thank you all supporting Azerbaijan as hosts of the
IGF and I hope despite the very busy agenda of the forum you will be able to get to know
Azerbaijan's culture and history and all the treasures and will enjoy Azerbaijan
hospitality.

Alice Munyua:
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It a great pleasure to be in Azerbaijan today for the 2012 IGF. Kenya had the pleasure of
hosting last year's, the 6th IGF, in 2011, whose theme was Internet as a catalyst for
change, access, freedom and innovation. We are very pleased to have welcomed a large
number of various stakeholders to Nairobi and we thank you very much for having made
it into one of the most successful meetings.

We support the IGF multistakeholder model and we are very proud in Kenya to have this
as a very active and successful process, which in our context is a successful example of
enhanced cooperation. The IGF as you all know has helped Kenya and the East Africa
region to build a foundation, a multistakeholder foundation. For example, the Kenya
international IGF was established soon after Kenya attended the India IGF and Kenya
went on to also lead the process at the regional East Africa level, what we called the East
African IGF, which has had a successful history of multistakeholder , bottom-up Internet
governance discussions.

It has also helped us to implement several other initiatives including the Kenya Internet
exchange point which is a very good successful case study of the multistakeholder
approach, our open data initiative, our fiber optic cable teams and others and also other
mobile applications for development, among others. So I hope that this year's IGF will
provide similar benefits to all participants and to other countries in terms of
understanding the multistakeholder model and also being able to implement it at the
national level.

I apologize that my permanent secretary Dr Bitange Ndemo is not here. He would have
wished to be here and we are still expecting him to be here to share with us a little bit
more of experiences we have had at the national level on implementing the
multistakeholder model.

I wish to thank Azerbaijan for providing this opportunity and to United Nations and the
IGF secretariat for again providing this opportunity for the IGF to continue the great
tradition of multistakeholder discussions.

Carlod Afonso:

I have been assigned the honorable task of speaking in the opening ceremony of this IGF
in the name of civil society organizations, social movements and NGOs active in Internet
governance processes, many of them involved in these processes since the inception of
WSIS nearly ten years ago, several of them collaborated with me in drafting the
following statement.

We believe that the access of gatekeepers in the open global communication enabled by
the Internet is crucial to realize the promise of Article 19 of the United Nations Universal
Declaration of Human Rights. To impose the restrictions, legal or otherwise, to the free
flow of information is and has always been contrary to the individual Human Rights to
freedom of expression. We therefore oppose efforts to create national Internets or to
block and filter Internet access in ways that deny individuals access to applications,
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content and services of their choice. All attempts to deem certain forms of
communication and information illegal and to restrict or block them must follow
established transparent due processes of law and should not involve prior restraint.

We oppose efforts to militarize the Internet or any actions that would foster a destructive
and wasteful cyber arms race among governments or private actors. We consider the
covert use of exploits and malware for surveillance or attacks to be criminal, regardless
of whether they are deployed by Governments, private corporations or organized
criminals. We are skeptical of efforts to subordinate the design and use of information
and communication technology to national security agendas.

We believe that Internet security will be achieved primarily at the operational level and
that the national security and military agendas often work against rather than for users'
security needs. In the processes of policy formulation, we emphasize the need to
prioritize dialogue with policy makers over their subordinated law enforcement agencies.
Global governance institutions should not be restricted to states so we welcome the
additional participation and global policy making that multistakeholder processes
provides but we caution that multistakeholder participation is not an end in itself.
Opening up global governance institutions to additional voices from Civil Society and
business does not by itself ensure that individual rights are adequately protected or that
the best substantive policies are developed and enforced.

In the informal spaces created by pluralist institutions it is possible that corporate actors
can make deals contrary to the interests of Internet users. Multistakeholder processes,
while involving all interest groups must incorporate and institutionalize concepts of due
process, separation of powers and users in a learnable, civil and political rights and
governmental decision, making or to take into account all participants of such pluralist
processes. Let us remind ourselves that participation goes beyond representation and
participation in decision-making, goes beyond just debates and dialogues. Regarding the
ITRs, the International Telecommunications Regulations review process to be concluded
in Dubai, and here I use the standard terminology the technical community defines to
refer to the different components of the network, we agree that the Internet layer and the
layers above it, transport layer and applications layer, should not be included in any way
in the regulations while the free flow of Internet packets should be guaranteed in the link
layer in line with network neutrality in which Internet packets are never touched by the
operators providing the physical connectivity infrastructure. Let the Internet flourish
freely to the benefit of those who live at its edges, which are all of us.

Kapil Sibal:

The Internet has evolved into a powerful, ubiquitous, empowering and liberating medium
even though only a fragment of its full potential is known and has been exploited by us so
far. In its borderless cyberspace the Internet provides limitless opportunities for freedom
of speech and expression. Internet perhaps is the nearest approximation to the utopian
world of freedom envisioned by one of our greatest poets and I quote:
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"Where the mind is without fear, where the head is held high, where knowledge is free,
where the world has not been broken into fragments by narrow domestic walls", Internet
is greatly significant for India and we believe India is greatly significant for the Internet.
These twin beliefs stem from two simple propositions: firstly, Internet with its immense
transformational potential can provide the means for sustainable and inclusive
development in a country of 1.25 billion people in areas such as education, healthcare,
agriculture, financial inclusion and service delivery.

Secondly, with an Internet user base of over 125 million, which is likely to grow to half a
billion over the next few years, and an established mobile base of 950 million, coupled
with a large and talented pool of human resources, India will be a key player in the cyber
world of tomorrow. In view of these two complementary and mutually reinforcing
positive externalities, India is deeply committed to the free and unbridled growth in
development of the Internet and is determined on its own and to persuade others to
exploit this tremendous opportunity. At the outset, let me state that in the true spirit of the
vision outlined in the Tunis Agenda, the issues of public policy related to the Internet
have to be dealt with by adopting a multistakeholder, democratic and transparent
approach. It is my belief, and my personal belief, that the term "Internet governance" is
an oxymoron. Internet by its very nature cannot co-exist with the concept of governance,
which relates to a system designed for dealing with the issues of the physical world. The
term "governance" immediately invokes concept of those who govern and those who are
governed, which have no relevance in cyberspace.

Semantics apart, what we need today is to put in place a system designed for cyberspace,
a system which is collaborative, consultative, inclusive and consensual for dealing with
all public policies involving the Internet. Such a cyber paradigm should, to my mind, rest
on four pillars that are rooted in the fundamental principles of democracy, inclusive
growth, transparency and accountability.

Firstly, it should be consultative including all stakeholders in the decision-making
process. The medium of Internet providers provides voice to the voiceless as never before
in the history of mankind. This potential can be realized only by providing universal
access and affordable devices. The digital divide must be relegated to the past. Instead,
our communities must reap the benefits of the digital dividend. Such a consultative
process should also factor regional and national sensitivities besides vast diversities in
language and culture. Secondly, it should be evolutionary with a process evolving
through a dialogue that is continuous and continuing. This is in keeping with the very
nature of the Internet, which is multi-dimensional, dynamic and evolving. A set of static
frameworks is inappropriate for meeting the ever changing requirements of the Internet
space.

Thirdly, it should put in place a mechanism for accountability in respect of crimes
committed in cyberspace such that the Internet is a free and secure space for universal
benefaction. A new cyber jurisprudence needs to be evolved to deal with cyber crime
without being limited by political boundaries and cyber justice can be delivered in near
real time. Lastly, it should be duly reflective of the ground realities as to the manner of
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representation of stakeholder’s at all consultative forums. In order to deliberate on the
approaches to the design and establishment of such a cyber paradigm, India recommends
the constitution of a working group on enhanced cooperation. If we put together our
collective wisdom, I am sure that we will be able to soon make a transformational shift
from the Internet of today to the equinet of tomorrow.

Denis Sverdlov:

Mr. Under-Secretary-General of the United Nations, Minister(s), distinguished guests,
distinguished participants in the forum, ladies and gentlemen, I am pleased to greet you
on behalf of the Government of Russian Federation.

As you know, recently Russia has become one of the leading Internet powers of the
world. Today in the terms of the use of users of the Internet we're first in Europe and for
4G we're fourth in the world in terms of the numbers of users. We're also very actively
developing Russian domain names; already today we have more than 5 million Russian
domain names in the Internet. Of course we recognize the importance of the development
of the Internet because it's one of the most important levers in our economy. We all know
development of the Internet increases labor productivity, increases access of small and
medium enterprises to trade and many processes, but we need to recognize that there are
threats in the Internet and we as officials who are responsible for policy, we are obliged
to see those challenges, see those threats and make real efforts to counter them.

We see that different countries of the world have adopted different measures to ensuring
security but we need to recognize underlying all of these measures the state is playing a
leading role in promoting security working with other stakeholders, with the business
sector, with Civil Society and with the community of experts. Today we need to focus on
three specific areas. The first is the sustainability of local segments. Today I believe that
this is true for all countries of the world because of the trans-boundary nature of the
Internet we need to make great effort and pay special attention to the sustainability of
local segments in order to ensure the security of those systems.

The second element is fighting cyber crime. Here again because of the trans-border
nature of Internet it is extremely important for us to find ways of working together in
order to see that the crimes recognized as crimes in the courts of particular countries
should be accepted as crimes in other States too.

We need to develop an international mechanism that will allow us to pursue policy in this
area of combating cyber crime. The third area that is very important for us is the
international recognition of electronic signatures. Today in Russia we are developing
electronic services very quickly and we already have a large number of citizens and
enterprises that have electronic signatures on the basis of our standard. It very important
for these electronic signatures to be recognized by other countries of the world but we
need a mechanism that would allow us to exchange electronic documents with electronic
signatures under local jurisdictions.
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The diversity of the objectives facing us means that on our agenda we need to look at
lessons learned. Our dialogue today should also have a practical purpose and we greatly
expect from this forum practical results in the areas I have outlined earlier. We need to
come out with specific recommendations, which we can all use so that we can apply them
in all our countries so that together we can resolve these problems. In conclusion I would
like to say it should be based on a collectively collaborated on systems of measure of
confidence and a multilateral consideration among all countries of the world in order to
develop the global network. Thank you very much. .

Eiichi Tanaka:

First of all, I would like to thank the Government of Azerbaijan for hosting this forum. I
also commend the tremendous effort of the IGF secretariat and of the other supporters for
organizing this. As we all know the Internet is a vital engine for economic growth and
innovation. To sustain this Internet economy I believe it is essential to protect the
intellectual property, personal data and youth while ensuring freedom online. To facilitate
these protective measures it becomes more important to incorporate various stakeholders
in the policy making process.

Since last year, the number of smart phone users has been growing at a very high speed.
On the one hand, this device makes our life more convenient; on the other hand
applications of the smart phones sometimes breach user’s privacy. To cope with this new
problem, my ministry organized a study group with academia, about industries and
consumer associations last fall and this August the group released a set of guidelines for
industries to follow when they have the smart phone user’s personal information.

So, the guidelines are not to legally binding. The relevant industries have already started
materializing them in their daily operation. Guidelines may not be the perfect solution but
they are practical and promptly implementable for the relevant industries. As the Internet
related technologies evolved first I believe it is essential to incorporate various
stakeholders’ views in their policy to make it properly implemental. It becomes also
important to protect the industries, societies and ourselves from malicious use of the
Internet. The threat arrives via servers located in foreign countries regardless of the
origin. Therefore, international cooperation is becoming much more essential to
effectively cope with the issues and to protect ourselves.

Japan has already participated in several international dialogues and in regional
initiatives. These dialogues often deal with more than one topic. Further, we need legally
binding Internet rules. Japan's standpoint on this matter is clear, first, existing treaties
should be effective online. Regarding new rules, as a treaty making process cannot run at
the same speed of the evolution. We don't have enough time. Threats are coming now.
We need to take joint protection measures as soon as possible based on common
understandings.

IGF provides us an opportunity to have condensed discussion on the Internet with various
stakeholders. The Asia Pacific IGF this July will get us ready for this opportunity.
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Internet governance and cybersecurity are the hottest words today; therefore I believe
discussion here in Baku is much more important than ever. Let's have a fruitful
discussion.

Andreas Reichhardt:

It is a great honor to speak at the 7th Internet Governance Forum today. I want to thank
the Government of Azerbaijan most warmly for hosting this important event. When the
idea of the Internet Governance Forum was born in 2005 at the World Summit of the
Information Society by the Tunis Agenda nobody was aware that it will develop into one
of the most important instruments of shaping the environment of the Internet.

Since the development of the Internet was mainly privately driven it was necessary to
find a form of cooperation between the different stakeholders. The aim is to combine all
forces towards the development and improvement of the functioning Internet
infrastructure, the provision of services and the working Internet policing.

The Internet Governance Forum is a perfect example of the multistakeholder approach. It
includes NGO's, the industry and public forces such as international organizations and
governments. The Internet Governance Forum was not created to adopt any final acts but
it became a platform to learn from each other, thus to propagate best practice all over the
world. It is however important that governments in cooperation with the respective
stakeholders play an active role in promoting the Internet policy to meet the requirements
of a modern society.

First, there has to be a safeguard against all sorts of threats against the infrastructure, the
whole world relies on. By the end of the day, governments will be asked to provide for
these safeguards and, second, there has to be an imposed for increased use of the Internet
for public welfare, for instance, by means of e -government. Austria pursues both targets
by maintaining an Austrian computer emergency response team and by successful efforts
to implement all forms of e-government; e-inclusion is also is one of Austrian main
targets on the ICT agenda. This also requires to role out broadband connectivity which is
part of the Austrian government programming, especially mobile broadband is quite
popular in Austria and partly substitutes fixed lines. This means that broadband is
available almost everywhere in Austria, even most of the rural regions. This is for the
benefit of both the citizens and the enterprises and therefore the economic welfare in
Austria.

I see that developments are already taking place everywhere on this planet but there is
still a long way to go. It is up to us, both the governments and the civil society, to find
ways to close the digital gap and to foster access to all means of communication for all
people, especially in the developing countries. It is up to us to face upcoming challenges
by furthering resilience and sustainability of the Internet. I wish the 7th Internet
Governance Forum all the best and I am looking forward to the next four days of exciting
workshops and discussions.
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Lawrence Strickling:

Today is Election Day in the United States. Through the miracle of the Internet and
modern communications people in every corner of the world know how partisan and
contentious this election has become. Yet, on one issue, all Americans stand shoulder to
shoulder. That is how essential it is that the Internet remains stable, secure, and free from
governmental control.

Earlier this year, members of both political parties, Democrats and Republicans in both
houses of Congress, unanimously passed resolutions stating that the consistent and
unequivocal policy of the United States is to promote a global Internet, free from
governmental control and to preserve and advance the successful multistakeholder model
that governs the Internet today, so why when our Congress finds little to agree on, does it
unanimously support the multistakeholder model?

The reason should be obvious to all of you who have worked so hard to preserve and
expand the multistakeholder model here at the IGF and at organizations such as the
Internet engineering task force and ICANN. The multistakeholder model has enabled the
Internet to flourish. It has promoted freedom of expression online. It continues to provide
an environment for economic growth and the creation of wealth in the developing world.
The strength and power of the multistakeholder process arises from the engagement of all
interested parties, including industry, civil society, technical and academic experts in
governments.

By encouraging the participation of all parties, multistakeholder processes encourage
broader and more creative problem solving and this is essential when dealing with the
Internet, which thrives only through the cooperation of many different parties. We have
many serious issues to discuss with respect to the Internet ranging from economic matters
regarding the sustainability of the Internet; to basic rights such as freedom of expression
and the free flow of information. We need to ensure that these issues are taken up but it is
just as important that we find the right venue, a multistakeholder venue in which to hold
these discussions.

A treaty conference in which only member states have a vote is most definitely not the
right venue for such discussions. No one should mistake such a conference for an open
multistakeholder process. Certainly, much could be done to improve the transparency of
treaty conferences such as the WCIT and a number of important suggestions to that end
were made yesterday by civil society groups attending this forum. But even if the ITU
takes seriously the suggestions of civil society and improves the transparency of the
Dubai deliberations, at the end of the day only the member states will have a vote. In
addition to being slow and bureaucratic, a treaty conference never can be a true
multistakeholder process where all interests are fairly represented. Issues that affect all
Internet stakeholders should be debated where all stakeholders have a voice.

When I appeared before you at last year's IGF in Nairobi I asked all of you to work to
ensure that the multistakeholder model continues to define Internet governance. I think
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we have established a lot in these past months to build a global consensus with
stakeholders around the world on this critical issue but there is much yet to be done. We
must continue to support and strengthen the IGF and other multistakeholder organizations
such as ICANN. We must continue to engage all stakeholders, especially those
representing civil society. We must continue to build bridges to the developing world and
ensure that their voices are heard and their needs are met.

If we do these things we will ensure that the Internet continues to flourish and brings the
benefits of economic growth and human rights and freedoms to all citizens of the world.

Lynn St. Amour:

It is again a great pleasure to be here in Baku for the seventh Internet Governance Forum
and I would like to thank the Government of Azerbaijan for hosting this conference and
thanks to the United Nations Department of Economic and Social Affairs as well as to the
IGF Secretariat and of course the MAG for all their hard work over the last year.

The work and the collaboration that occurs in this venue are extremely important to all
who are committed to an open, thriving and accessible Internet. The IGF has shown us
the power of multistakeholder dialogue. All the national and regional multistakeholder
IGF and IGF type meetings that have sprung up across the world have proven the validity
of the concept. The latest additions being the African and the Arab IGFs, as well as the
Internet Governance meeting held in India last month.

The idea of creating the Internet based on open standards, and I will note this was over 30
years ago, reflected a philosophy that encompassed open, participatory management and
government structures and principles of freedom of expression and access to information,
as well as other democratic processes with a broad community of stakeholders, a shared
ownership with all the responsibilities that that implies but without central control. This
approach was first institutionalized in the Internet Engineering Task Force, the IETF,
which continues to lead in the development of Internet standards today. This also gave
rise to the recent open stand campaign led by the IEEE, IETF, IEB, W3C and ISOC and
highlights the principles behinds some of today's most important standards organizations.

In addition to these organizations we all also rely on a number of organizations managing
or overseeing some key Internet resources for and on behalf of all of us. I would like to
recognize the very central efforts of these other Internet bodies, inter alia, the regional
Internet registries, RIRs, route servers, GLD operators and ICANN.

Of course, the Internet would not be what it is today without all the efforts of the private
sector or without the support of governments and intergovernmental organizations. All
these organizations work together in a distributed collaborative effort, each with their
broad multistakeholder communities and based on expertise and trust. We all work
together; nobody and no one body controls the Internet or should control the Internet.
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As we all know, the Internet's impact on the world economy is staggering and more
importantly, developing countries and emerging economies are at the forefront of Internet
growth, with many experiencing some of the fastest rates of GDP growth in the world. As
more Internet users come online, the centre of the Internet will shift more and more to the
developing world and this will significantly influence the future of the global Internet.

These new users are rapidly developing the innovations, efficiencies and opportunities
that will help fuel the next wave of growth investment and prosperity. While the Internet
governance arrangements of today have served it well over the years, the proof point is
the Internet itself and its undeniable economic and social benefits. There are challenges
and forces at play that have the potential to undermine the Internet's benefits, for those of
us today and for the billions of people to come online. Let's look at just a few of these as
there is a lot of work we need to do together.

For example, the advent of big data and the ways it affects the nature of digital identity,
increasingly third parties are more likely to rely on low assurance data from many
sources, to establish a reliable idea of who we are, some of which we, as a data subject,
may not even know they have. Taking this a step further, our privacy and individual
liberties can be significantly infected by inferences about us drawn from data about
others.

Privacy, trust and identity are social constructs that are very highly contextual, that makes
them difficult problems to solve. We could also turn to the Universal Declaration of
Human Rights, which still needs attention and support in different parts of the world. The
Internet is an essential vehicle for promoting freedom of expression and opinion and
Article 19 of the Universal Declaration of Human Rights encapsulates the very essence of
the Internet and its nature.

Yesterday the Internet Society co hosted a pre -event, where the Association for
Progressive Communication and the Internet Chamber of Commerce faced this group to
discuss enhanced cooperation. Enhanced cooperation was one of the outcomes of WSIS.
Since 2005 we have all repeated our different and diverging interpretations of what we
felt the negotiators had in mind when they coined the term. In other words, we had a
deadlock. Yesterday's event was meant to bring us from deadlock to dialogue and
succeeded. We did not reach agreement of any sort, in the spirit of IGF, we talked and
listened to each other and believe we continue the dialogue with within the framework of
the IGF, this week we will discuss further. The IGF can play an essential role, and
collaboration is essential to ensure the continuation of the Internet. Thank you for the
opportunity to address you here today.

Janis Karklins:
UNESCO is for the 7th time actively participating in the Internet governance forum and I
am pleased to represent this organization today at Baku. Allow me to join the speakers

who expressed gratitude to the Government of Azerbaijan for a warm welcome and
hospitality. UNESCO has been at the forefront of efforts to promote freedom of
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expression and cultural and linguistic diversity both offline and online. Therefore, it is
most fitting for the organization to be given a platform at this multistakeholder forum to
foster comprehensive and meaningful dialogue around these talks.

For UNESCO the principle of freedom of expression, cultural and linguistic diversity and
universal access to information are essential to build the inclusive knowledge societies.
These principles must also be safeguarded on the Internet. Whereas the Internet can
provide open channels for users to freely express their opinion, it can also be used as a
tool to restrict and control information flows. We need to apply the existing international
human right law including Universal Declaration of Human Rights to the cyberspace and
ensure protection and promotion of the freedom of Internet to foster democracy and
accelerate economic growth.

At the heart of the Internet governance framework is the need to provide universal access
to information and knowledge. UNESCO has therefore taken up the mantle to promote
access for all in all languages. As language is the primary vector for communication it is
incumbent upon us to ensure that citizens in all parts of the world are given the possibility
to access information in every language. No citizen should be left out or behind. After all,
if some are unable to access information they will not be able to successfully surf on the
information highway and actively participate in the socio -economic development of their
countries.

Without the access, the possibility of the widening of information and knowledge the
divide becomes more pronounced. Ladies and gentlemen, the technological development
offers unprecedented opportunities for digital knowledge creation assimilation. UNESCO
believes that the digital continuity, the assurance of the long-term accessibility to digital
content to support economic development, good governance, transparency, protection of
rights, cultural awareness and identities and thus contributes to the building of equitable
knowledge societies. However, the ability of citizens in the rest of the world to access
this knowledge is being compromised by the accessibility of digital records which are
extremely fragile and can be easily lost, deleted, corrupted or altered. Preservation of
digital heritage is more complex than traditional and requires a different approach.

In light of the need to develop digital preservation policies to ensure long-term
accessibility to digital heritage, UNESCO in September this year held a conference in
Vancouver, Canada, to explore ways of preserving mankind from the development of
digital amnesia. More than 500 participants from 110 countries discussed the key factors
of acting digitization of analogue materials and the long-term preservation of digital
content. Experts pointed out that the current understanding about digital preservation is
not keeping up with the pace of technological development. The Vancouver declaration
adopted by the conference called on stakeholders to combine energy and work towards
global long-term accessibility of digital heritage. The success of the forum was a result of
the commitment of many partners, including the Ministry of Communication Information
Technology of Azerbaijan, which supported this initiative.
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Ladies and gentlemen, in concluding, let me touch upon the preparations for the business
plus 10 review. UNESCO will host the first review conference entitled "Towards
knowledge, societies for peace and sustainable development." The event will give us an
opportunity to review the implementation on the decisions of the summit, analyze trends
of social and technological developments and forecast evolution of knowledge societies
beyond 2015.

The event will take place in UNESCO headquarters in Paris on 25-27th February 2013.
One of the highlights of the event will be the UNESCO Internet Forum looking at
Internet freedoms, multi-lingualism and different aspects of use of the Internet. In
conjunction with the conference, UNESCO will host the consultation meeting following
this Internet Governance Forum in Baku and the MAG meeting also will take place in the
conjunction of the event. I would like to reiterate my thanks to the IGF secretariat and
IGF community for having supported and accepted our invitation and we're looking
forward to continue working together on key topics of the Internet to develop all our
future.

Jean-Guy Carrier:

I am honored and also on behalf of the business action to sustain support the information
tech New York to be able to address you today. Many of you are aware of ICC Basis
from its record of action and organization within the context of the IGF. The ICC is a
very large network of companies around the world in 120 countries. It is comprised of
course international companies but also one key reality of ICC is that 90 percent of our
members companies are small and medium sized enterprises. What they have in common,
big, small, medium, is that they're involved in cross-border trade that they are part of the
drivers of the global economy and the global trading system.

For many of these companies the Internet is not a tool, it is the life's blood really of their
business and so they are very much interested and engaged in the development of that
particular medium. It is one reason why at the ICC we are very solid in terms of our
support for IGF. We see it as a form of international governance that actually is
delivering results. When we look at the situation in the world crisis that we have been
experiencing economically in various parts of the world for the last several years, many
of our models of governance have been found wanting certainly in terms of delivering
progress and results. We look at the world trade system and the frustrations and
stalemates that are part of that particular engagement. We look at the world economy and
the difficulty of countries even within a G20 grouping to act decisively together. We look
at the world environment and again governance is found to be slow in terms of its
possibility to deliver results.

The IGF for us as a business community is a model that works. It has delivered stability,
it has delivered confidence, and it has delivered growth, growth in terms of the number
and spread of users but also in terms of its impact on the world economy, individual and
national economies. So it is, from a business perspective, a model of governance that
needs to be supported and developed. In the current economic crisis, again, it has been

69

underlined to us how crucial this model needs to be supported, how crucial it is that we
are able to make sure that trade through the Internet, that activity through the Internet of
all kinds is built on the respect for the rule of law and on regulatory predictability and on
stakeholder participation from all the communities that need to be involved.

We at ICC believe that the IGF is that vehicle. It provides a fair, balanced and effective
approach to Internet governance. The ICC was founded by business people 100 years ago
who called themselves the merchants of peace because they believed that the world of
business went beyond the horizon of the bottom line, that it involved contributing to
peace and prosperity in the world. It is a firm conviction of the ICC members in this
modern day world of the 21st century and the Internet and the developments that have
taken place that we are all called upon to become, in terms of the cooperation that is
required to use and develop the Internet, we must all become modern day merchants of
peace.

Eligijus Masiulis:

First of all, I would like to thank the Government of the Republic of Azerbaijan for their
hospitality and their initiative to organize the 7th Internet Governance Forum in Baku.
Lithuania, as the former host country of the 5th IGF, which took place in Vilnius in 2010,
understands the responsibility as well as the opportunities that go to the organizer of the
IGF. I greatly appreciate this opportunity to address such a wide and respectable
audience. Today, we can say with certainty that the IGF has proved itself as an able
global platform for discussion between the various stakeholders from all levels,
governments, inter-governmental organizations, private sector and academic
communities. The proposed theme of this meeting, Internet governance of sustainable
human, economic and social development, is a perfect continuation of last year's topic
which emphasizes the key role of Internet as a catalyst for change.

Today, nobody doubts that Internet and other modern information and communication
technologies have changed people's lives radically all over the world. We all are witness
and participant of the process of information technology's penetration to all spheres of
human activity: work, leisure, and human communication. The Internet is now the
driving force that helps to transmit large amounts of information, promote innovation,
create jobs, and advance human development and creativity, thus contributing to
sustainable human economic and social development.

Being a minister responsible not only for ICT but also for transport, I can say with
certainty that Internet has a great influence on the development of the efficient
transportation corridors and the logistics streams. Internet facilitates trade, export of
services, and improves the business environment and promotes competitiveness, thus
contributing to the country growth, GDP growth.

Speaking about Lithuania's experience, I would like to say that Lithuania is the 7th

country in the world regarding the use of Internet in business; also the number of public
and administrative services in Lithuania has been transferred to the electronic

70



environment. For example, due to the rapid development of innovative mobile banking
service, 61 percent of all Lithuanians use electronic banking and 86 percent of the
population submit income declaration by Internet. Also, there is the possibility of
interactively setting up business companies, arranging public procurements, as well as
using other mobile public administration services interactively. Among the main factors
determining the rapid penetration of the Internet in the private and public sector of
Lithuania are the high Internet communication speeds and the high Internet connection
data download speeds, together with the low cost access.

Another crucial factor is the rapid penetration of global Internet. Lithuania is in the first
position in Europe and sixth in the world regarding the development of broadband
Internet. The development of broadband networks is identified as one of the factors
ensuring the economic success of different countries as well as other reasons. For
example, it is a statement by the European Commission that the increase of growth and
penetration by 10 per cent results in an economic growth from 1 to 1.5 per cent.

The influence of ICT on social and human development is worthy of special attention.
The promotion of Internet infrastructure forces the communication between different
social groups and also improves the local applications system. However, the access to the
Internet is still not sufficient in some developing regions of the world. I wish that here in
Baku we will have useful discussions and constructive ideas regarding the promotion of
ICT in the developing world and these ideas will turn into the real world in the nearest
future.

Alan Marcus:

I am responsible for the ICT agenda at the World Economic Forum which largely looks
at how ICT impacts global issues, particularly around economic benefits, and one of the
things that we have been looking at and understanding and hearing is this notion is that in
the Internet space, particularly around the idea of governance, no one organization, no
one person, can solve this problem on their own, that in fact as we look at these issues we
notice this concern of interdependency, we're all interdependent with each other. Every
business leader, every civil society leader, every citizen and every government leader.

We need to work together more as a community to understand these interdependencies
and when we make our decisions we make them with the notion of what is best for the
overall community. When we look at the Internet and recognize that 80 to 90 percent of
the infrastructure is privately owned, is owned by the enterprise, we have to understand
the role, therefore, of the leader of the enterprise and the responsibility that we have in
terms of protecting both the freedom of the Internet and the security necessary for the
infrastructure and the information. This leads to a new kind of leadership.

Historically, information has been a tool of power, the leader being the arbitrager of that
power. In the Internet space we have a more networked effect and in that network effect,
power and information flow in very different ways and so as leaders we need to rethink
our position and what the opportunity is. When we look at this notion of how others are
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doing it and I hear this certainly in the halls here, what is the best practice for such an
idea?

The best practice is an interesting experiment but what we need to really be thinking
about is who or the results we're looking for. If we're talking about things like
cybersecurity it's not who's got the best security paradigm. It's how do we measure the
immunity and the resilience we have to such threats. How do we understand these sort of
responses, I think becomes a much more productive and cooperative opportunity. We
need to remove the fear, what drives a lot of decisions is the fear of the unknown and in
this hyper-connected world, in this very fast moving space, unknowns will be prominent
and we'll continue to be in a world of unknowns. We need to get more comfortable that
that's okay and we need not fear that, in fact, working together as a community we can
remove a lot of the fears.

As someone said to me once, if someone wants a law or a policy badly, one will get a bad
law or a bad policy. We need to make sure that fear does not drive that idea, that in fact
we work better together and understand and cooperate we can help each other through
this rather complex but incredibly powerful medium known as the Internet.

Amirzai Sangin:

I think we all agree that ICT plays an important role in the lives of the people. There is no
doubt about that. That means that it is very important to promote and protect the Internet
and that is why we are all here participating in this IGF meeting. I think I find this IGF
forum a very good forum for discussing issues related to the Internet because here all the
stakeholders are present and they can debate and discuss the various issues, and I am sure
that this discussion and dialogue will lead to a consensus among all of us to make sure
that the fantastic Internet that is being used by many in these developed countries and
also trying to ensure that this Internet is always available and we can all make good use
of it.

I think the state of ICT development is different from country to country. This is
dependent on many factors including the policies of the governments which are very
important. For example, in the case of Afghanistan, where before the year 2002 we had
the Taliban regime and what was their policy? Well their policy was that the Internet was
forbidden, it was not allowed. Nobody could use the Internet. TV was forbidden. Music
was forbidden, photography was forbidden. So what was the result? The people of
Afghanistan were completely isolated. Actually the people of Afghanistan had to travel to
the neighboring country to make a simple phone call, this was the situation. Today in
Afghanistan we have more than 90% of the population under the coverage of mobile
services. 20 million mobile phone users and there has been more than 2 billion dollars of
investment in the ICT infrastructure.

As aresult of this success in Afghanistan, in the short period of 10 years, despite the huge

challenges that we have in our country, it was a great honor to receive the Association
Government Leadership Award 2011 in Barcelona. Our current efforts are to promote
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broadband. For this, we are building optical fiber, which is connecting major parts of
Afghanistan and also Afghanistan is connected by wire optical fiber to all of our
neighboring countries. We have already issued 3G licenses and more than 11 cities have
come under the 3G services. We plan that in the next two years; more than 80 percent of
the Afghan population should have access to broadband services.

We will continue to follow the ICT development and whatever technological
developments, whatever technology, whatever services that are available to the people of
the developed world, it is our goal that this should also be available to the people of
Afghanistan. That is why I am here to hear your experiences and to share with you our
experience and to use this forum for the mutual benefits of our people.

Edward Vaizey:

It is a great privilege to be here in Azerbaijan, my first visit, and to visit Baku, to the very
beautiful city. I was at my first IGF last year in Nairobi and the Kenyan government did a
fantastic job in organizing it, and this year your government has done an equally superb
job in organizing this very, very important conference. I was struck by what the Indian
minister said about Internet governance being an oxymoron. I say that to show that I am
listening to the speeches but also because I thought it was a pretty important phrase that
encapsulated really what we are doing here. The Internet seems to have done pretty well
without too much help from people like me, politicians. Civic society and private
business worked together to put together the protocols that allow the Internet to work.
Civil society and private business have built the networks that people use and civil
society, private business and of course the British Broadcasting Corporation have put this
superb content, by and large the superb content, that we all benefit from, on to the
Internet.

That is really what the IGF is all about. It is a vital forum for stakeholders in every
community to discuss the opportunities for the Internet as it continues to evolve. It is
unique, it is precious in facilitating this aim and it is now seven years since the IGF
concept was launched. It is difficult to imagine life without the IGF. It is unrivalled in
terms of stakeholder engagement and it is rightly the hub of the global Internet landscape.
This brings me to my first substantive point, which is the select group of experts in the
Multistakeholder Advisory Group, the MAG. They have a crucial mandate to assist the
IGF secretariat to achieve its aims. I am disappointed as a donor government that we still
don't have a fully effective government structure for the IGF in place. I very much hope,
therefore, that the United Nations Secretary General will appoint a new special adviser
soon to oversee the MAG's immensely valuable hard work associated with preparations
for the IGF. It is also important that a new head of the IGF secretariat is appointed as
soon as possible. I seem to remember making a similar call last year in Kenya and I hope
very much that I don't have to make a similar call when we reconvene next year.

Now when I repeated what the Indian minister had said about Internet governance being

an oxymoron, of course there is a role for government in the Internet and in fact it was a
great honor to follow the minister from Afghanistan and his remarks because there can be
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no one who is facing a tougher job in terms of doing the job that he is doing in
Afghanistan. He reminded us that government simply allowing the Internet in many
countries is an important step for government. Governments sometimes seek to control
the Internet and a government that allows its citizens to use the Internet freely is to be
applauded.

Of course there are huge issues in supporting the build out of networks, issues like
intellectual property, cyber crime, cyber security, data, privacy and the protection of our
children, where governments of course have a role. When people call for enhanced
cooperation that of course echoes the calls made in Tunis at the World Summit for the
Internet Society. We know that the United Nations Commission on Science and
Technology for Development has been asked to consider how the provisions on the
enhanced cooperation in the Tunis Agenda might be taken forward. Our view is that a
key task for any working group on enhanced cooperation should be to map what has
happened and is happening in terms of the initiatives that rely on cooperation between
different stakeholders, different governments and intergovernmental organizations. This
mapping exercise will ensure we have a full understanding of whether there are any gaps
that should be addressed and what might be the best way of addressing them. The next
four days, I am sure, will be inspiring with a series of debates and discussions about the
Internet. Keep in mind that the Internet has been created by many bodies, it is fast
moving and transformative, and let us all keep in mind that we want it to stay that way.

Hany Mahmoud:

It gives me great honor to stand here today addressing this distinguished gathering at the
seventh meeting of the Internet Governance Forum held in the beautiful Baku. Allow me,
like everybody, to start by thanking the Azerbaijani government for they’re warm
hospitality and excellent organization of this event. As well, I would like to extend our
special thanks to UNDESA and the IGF secretariat for their excellent job and effort.

The Internet today has transformed into a genuine platform where real innovation
emerges. Mobile technologies and applications, social and economic services are more
and more prevailing over the World Wide Web. As a result, the Internet nowadays is
considered to be a tool for creating opportunities and reaching out for new horizons. This
is why the developing countries are looking up to what such a vibrant platform could
provide to them. They are noting with care that the expansion of the Internet and its next
billion users are asked to recognize from within, I mean from the developing countries.

At the same time, those same regions are anxious about the currently evolving
international discussions around Internet governance and want to help their developing
countries and communities be more integrated. That is why serious efforts should be
extended by the international community to find ways and means to stimulate the
emerging markets' interest and actively engage them in the discussions.

The forum of Internet governance is an ideal platform for that. One way of doing this is
through looking at key issues that could help emerging countries better participate from
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developing countries to our forum. Among those issues is the development of local
content. The Internet is a vital tool that could be utilized in reaching out to rural and
remote areas, providing them with real opportunities and more integration, nevertheless,
the absence of localized content stands as an obstacle in that regard. Egypt believes that it
is our responsibility together to further dig into current mechanisms and propose creative
models to address policies that encourage the creation of multilingual content. We
believe as well that access should remain on the discussion table. It is noticeable that,
despite our collective efforts, the current distribution of access to Internet needs to be
readdressed, especially with regard to the developing world.

National broadband strategies and sound infrastructure are important options to solve
access concerns. Fiber optics and submarine cables are one of the ICT critical
infrastructure issues that need the collaboration between governments and the private
sector together. Appropriate tools and applications need to be developed so that all
members of society can benefit from Internet service. On another hand, enhancing
security and building confidence and trust in the use of ICTs are among the vital issues
that need collaboration of regional and international efforts from all stakeholders. The
IGF has always been the key platform for open discussion among all stakeholders. The
flexibility it provides and dynamic nature it introduces is helping participants to converse
freely in order to achieve the full realization of Internet potential.

The era we are living in nowadays obliges us to extend our hands to one another and look
at our partners along the road. We therefore need to see more involvement from
developing countries on the IGF platform. We need to see real collaboration between
government and other stakeholders, engaged more freely in open discussions and
constructive dialogues. In conclusion, looking at the future of IGF, we believe that we
should put forward all efforts to maintain its multistakeholder nature in order to continue
its mobility and dynamism with its regional and national impacts, so we could all work
together for better integration.

Ziga Turk:

I would like to congratulate Azerbaijan not only for the splendid organization of the IGF
and other events but also for its policy to develop the ICT sector in this country, the ICT
infrastructure and in particular the policy to turn, as they call it, the black gold into the
human capital by developing the school infrastructures, universities and of course what
connects them, and that is the Internet. In fact, it is impossible to imagine the
development of human capital without the Internet. The IGF is discussing the public
policy issues relating to key elements of Internet governance, in order to foster
sustainability, robustness, security, stability and development of the Internet and, of
course, to protect the freedoms of the Internet.

One of the key factors in the development of the information society is the availability of
broadband infrastructure for all users. It is becoming one of the fundamental and most
significant public infrastructures. At the end of the day, like for all other infrastructures,
the citizens expect the governments to ensure that it works. But like the citizens expect
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the government to make sure that roads are open in spite of flooding and hurricanes, the
citizens do not the expect the government to inspect the trucks, what the trucks are
carrying or what kind of music the people are listening to in the cars or on the roads that
the government is supposed to keep open.

Slovenia operates a new policy, the digital agenda. Following, from our point of view,
quite ambitious aims of these policies, we estimate there will be larger investment into
the IT infrastructure required to achieve those policies. Right now, about two thirds of the
households in Slovenia have broadband access, but Internet opens also business
opportunities. At the Baku Expo next door, there are quite a number of Slovenian
companies exhibiting, from those who provide infrastructure to those who provide
government services and medical services.

Internet indeed improved how we can collaborate at a distance but the fact is that events
like this one present an appropriate and necessary platform for the exchange of views and
direct communication between participants. The Republic of Slovenia supports the
principles of openness, transparency and the existing way of Internet management based
on the democratic cooperation among stakeholders in compliance with the EU and CEPT.
The Internet, ladies and gentlemen, owes its success to engineers, civil society,
entrepreneurs, NGOs and, last but not least, the governments and inter-governmental
organizations.

We should all be committed to support the model that works and I am happy to hear at
this forum that some of the key players understand this, I close with these words, they did
not relate to the Internet but hold true for the Internet as well: "The best is still yet to
come."

Amelia Andersdotter:

I am a member of the European Parliament on behalf of the Swedish Piratpartiet since
December 2011. I am mindful of the fact that I am one of only two women speaking in
the opening session. Also, I am probably the youngest person speaking. I am only 25
years old. The Piratpartiet wants to change the legislative framework for communication,
interaction, innovation and culture. We formed around the idea that communication
technologies and culture present fantastic ways of building broad global communities.

We want interactions, social, cultural and economical to be determined and under the
control of the people interacting. When information, communication and culture can be
freely accessible and used, which on the Internet is basically always the case, this should
be allowed and any exceptions or deviations to that general rule must be kept exceptional.

Unfortunately, laws at both nation state level and the international level are very ill -
equipped to achieve these goals. Direct interventions by nation states into communication
and cultural flows of their citizens are ubiquitous in the world. More insidious are the
restrictions on communications imposed on users by private network operators or
intellectual property rights holders. We hear words like "freedom of speech" and "Human
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Rights must be respected online" but actually so far very few top political figures in the
world have acknowledged, or are willing to acknowledge, that this will require regulatory
intervention on some private sectors and also letting go of some of the regulatory hinders
that we're currently putting in place to block communications between people.

It is clear to me both at the personal and at the political level that we need to
fundamentally reconsider our approach to communication. We need communication to be
open and accessible. This is how we make friendships, it is how we make societies, and it
is how we form words. The control over communities and the ability to shape them must
be with the communities themselves. Infrastructure must be regulated to enable that
ability and such autonomy. The raw material for cultural identities, the culture itself, must
be made more accessible than is currently the case. Copyright is not only an untimely
instrument for the 21st century; it is doing active harm to culture and to communities
around the world.

During one of my travels this summer I met a young man who told me with a straight
face that he liked open torrent trackers because he wants to be able to see the unpopular
files. I want to see the unpopular files. I want to see the unpopular torrents and I want to
live in a world where a social network, a community on its own initiative preserves the
cultural wealth through the spontaneous contribution of all its members. All of the
changes that are needed in our laws to ensure that these communities can exist must be
undertaken and now. To all of you here and to all of the Governments and to the public
officials and lobbyists that haven't been able to bring themselves to support these actually
very extensive reforms that are necessary for these places and creative communities to
exist, I would like to paraphrase George Michael, from I think 1992, "f*** you, this is
my culture and if copyright or telecommunications operators are standing in the way, I
think they should go." Thank you.

Vinton Cerf:

It is an honor and a privilege to participate in this 7th Internet Governance Forum. I am
grateful to the organizers, the Secretariat of the IGF, UNDESA, the sponsors and most of
all to all of you who are participating in these important discussions.

The Internet is more than a unique and distributed amalgam of computers, networks,
software, institutions, applications and content. It is a concept and a technical design that
has persistence beyond any one component. Networks and their associated computing
devices come and go but the Internet abides. It is organic in the sense that it evolves as
new technology, applications and business models arise and new players enter into its
provision and use. It is open in the sense that anyone is free to contribute to its
development and expansion. It is unlimited, in the sense that the medium that the Internet
creates can be expanded in capacity at will and new applications can augment or supplant
old ones.

The Internet is collaborative in many dimensions. In principle, anyone can create and
share information in its global information commons. Billions of users, millions of
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networks large and small, hundreds of thousands if not millions of operating entities
cooperate to maintain, manage and contribute to the information infrastructure arising
from the Internet's design.

The Internet is a remarkable artifact that creates a borderless medium through which
people, devices and applications and their contents can and do interact. The complex
interactions that take place on the Internet challenge conventional wisdom and
experience. Actions taken in one part of the Internet can have impact virtually anywhere
in the system. The very notion of Internet governance transcends historical theories of
sovereignty and demands that we develop thoughtful, global and cooperative practices
that reinforce the communal utility of the Internet while protecting the rights, freedoms
and safety of its users.

The Internet Governance Forum emerged from the world summit on the information
society as an expression and recognition of the roles and responsibilities of multiple
stakeholders with an interest in the Internet's growth, operation, accessibility and use. It is
founded on the belief that policies associated with the Internet should be informed by the
views all parties affected by and benefiting from its operation.

To the freedoms articulated in the Universal Declaration of Human Rights, we must
aspire to add "freedom from harm". The Internet cannot fulfill its promise unless its users
feel and enjoy a genuine sense of safety. To this sense of stewardship that should guide
the actions of providers and users of the Internet must be added the commitment to
defend against abusive and harmful practices. The challenge to achieving this objective is
to succeed without irreparable harm to Human Rights. Here then lies our challenge as
participants of the Internet Governance Forum. We must assure that the IGF dialogue
continues and that all stakeholders can be heard. We must not only highlight problems
arising in the use of the Internet's unique medium but also seek solutions to them in
appropriate forms and institutions. We must be candid in our discussions and in our
assessment of our progress. We have collectively benefited from the respectful,
thoughtful and constructive engagement of the Internet Governance Forums of the past
and must affirm our commitment to continuing and evolving this process to preserve the
unique value of the Internet medium. While we may not be able to predict with precision
the course of the Internet's evolution, we can and must do our best to preserve and
enhance its utility for those who come after us.

Fadi Chehade:

Okay, so I'm the new ICANN president and I'm new and so it's a new beginning and a
new season at ICANN. I say it's a new season because one of the things we are
committed to do at ICANN is to open ICANN to the world and to bring ICANN to the
world. So the first things we are doing are to demonstrate our commitment that ICANN is
not an organization that is limited by its geography. On a practical level, we are getting
out of Los Angeles and we're going to the world, we're going to be opening offices
around the world, sending our people around the world and reducing our focus from our
internal operations to focusing on engagement.
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So we brought on board new colleagues based in Europe and in the Asian region so we
can bring what we do and who we are closer to you, our stakeholders, and the people
we're supposed to serve and we're committed to do that. The second thing we're going to
do is to stop being a fortress. ICANN should be an oasis that people find as a great place
to get their business done, to get their work done. We are going to remove the walls; we
are going to make it easier to engage. One of the ministers here asked me, "How do we
work with ICANN? Tell me how. We want to engage." We're going to make that possible
by engaging, by inviting, by facilitating, by making our structures easier to understand so
that all of you can be part of this great mission that we were entrusted with.

On that point, I want to be clear, I am now clear after having spent a couple of months on
this: our mission is a limited mission. It is an important mission but it is a limited
mission. We belong to an ecosystem of organizations that have roles in the Internet. We
do our part, they do their part. You saw a beginning of this new season today when Mr.
Toure brought up how we will work together in this new season. His work at the ITU, the
work that our friends at ISOC do, the work that our friends at the IETF do, the work that
happens in all the organizations that coordinate together to make this possible is
important.

My commitment as ICANN is to make sure we're open and we remove the walls and
we're truly an oasis of partnerships of real work, of committed work. Finally, I just want
to remind us why we're all doing this. We're doing this for two reasons: (1) I'm an
Internet entrepreneur and for 25 years I've built Internet based companies and I've
benefited from the Internet. We should make sure that this opportunity that I had is
available to all the children and all the youth on the planet who have the possibility to
build their dreams on the Internet today. This is why I am here because I want to allow
others to benefit in the same way I was lucky to benefit from this great enterprise.

The second reason we're here is best embodied in the little girl Malala. Malala, at the age
of 11, decided to write a blog and because of it today she lies in a hospital bed trying to
live. It is for her that we need to keep this open, we need to work with all the
organizations with a deep commitment that young people like Malala can continue
voicing what is on their mind, what is in their heart and what they believe and together
with all the organizations that I mentioned (the ISOC, the ITU, the W3C, the IETF), all
the organizations of goodwill, we are going to make this happen.
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Philip Verveer:

Excellencies, ladies and gentlemen, it's my great pleasure to open this first main session
of the 2012 Internet Governance Forum. Welcome to Azerbaijan and welcome to the
IGF. For the next three hours, we will be discussing a number of emerging issues
focusing on various aspects of the free flow of information. We will be guided through
the session by three moderators: Ms. Ana Neves of the Government of Portugal, Mr.
Izumi Aizu of Tama University in Japan and Mr. Thomas Spiller, Vice President of the
Walt Disney Company. Our moderator for remote participation is Ms. Valeria Betancourt
from the Association of Progressive Communications.

There will be four parts to the session, each discussing different topics. First, the role of
information and communications technology in disaster relief and mitigation and the
possible policy frameworks to enable collaboration; second, the core issue of this session,
the free flow of information and Internet governance and Human Rights; third, protection
of intellectual property online and appropriate and proportionate measures for protection
while maintaining the ability and rights for people to share cultural assets and content and
to be able to innovate and create; fourth, the opportunities and challenges arising as
traditional media are increasingly accessed over the Internet, for example, new models
for accessing content, user generated content and so forth.

Tzumi Aizu:

We are really glad to see that our session around the emerging issues is now beginning
and as Ambassador Verveer told us there are four parts, but we are largely breaking this
into two different parts. The first part deals with the role of the Internet and ICT and the
traditional media for disaster recovery or disaster management. We will spend the first 45
minutes on this subject. Then we combine the questions two, three and four, and make it
one large section under the theme of free flow of information, freedom of expression,
human rights, balanced with intellectual property rights and possibly some other
dimensions.

(Video Played of Japan Earthquake/Tsunami in 2011)

Now I would like to introduce Mr. Toru Nakaya the Director General, Institute for
International Communication Policy, to say a few words only about this disaster.

Toru Nakaya:

As you just saw on the video, on 11 March 2011 the earthquake of magnitude 9.0 hit the
north-eastern coast of the Japanese mainland. About half-an-hour later a giant tsunami
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arrived at the coast of the area. As it was announced, approximately 20,000 lives were
lost. In the aftermath of this disaster, Japan received assistance from many countries, in
total 163 countries or regions and 43 international organizations. On behalf of the
Government of Japan, I express my sincere gratitude to those countries and regions that
extended assistance to Japanese people and victims. As you may easily anticipate, the
telecommunication infrastructure in the devastated area was severely affected, firstly by
congestion because many people wanted to check if their friends were safe or not and,
secondly, by physical damage either by the earthquake itself or tsunami and, thirdly, by
black out. That means loss of electricity supply. ICT doesn't work without an electricity
supply.

The tsunami washed away everything, including mobile communication stations; so it
was really, really difficult to communicate to each other in the devastated areas. On the
other hand, in the outside of the devastated areas, people tried to save or assist those
victims making use of ICTs and some went very well but some didn't. We learned a lot
from this disaster and I believe it will be the same for the panelists sitting here on the
stage and that they have something to talk to you so that you can learn something and use
it for the future disaster. I sincerely hope that this first session is very useful for you.

Tzumi Aizu:

Now we would like to have two speakers. First one is Mr. Ko Fujii from Google Japan.
Mr. Fujii will elaborate their crisis responses, not only confined in Japan but touching
upon other global crises and how the ICT and their services are used or utilized or not.

Mr. Fujii, the floor is yours.
Ko Fujii:

Thank you for giving me this opportunity to speak about the role of Internet for disaster
reduction. This was a very difficult time for us in Google Japan. I was there in Japan
when the disaster struck and we went through this operation of several months of disaster
relief as well as disaster, rebuilding the economy. So I would like to first tell a little bit
about the history of Google's disaster response. When disaster strikes, people turn to the
Internet for information. Technology first helps first to responders to save lives, so
technology doesn't save lives per se but it helps the first responders save lives.

You didn't hear about the role of Internet in disaster relief until about ten years ago but in
Google it all started in 2005 when people spontaneously started using Google Earth as a
clearing house for information and idea-sharing. This was a very good platform because
it can visualize a lot of data and people can exchange ideas on the map. Then during
2010, during the Haiti earthquake, Google developed the person finder. This is a registry
for missing persons. As you can see on the green (Presenter shows slides) it says "I'm
looking for someone" and on the blue on the right it says, "I have information about
someone". People can exchange information about their loved ones, people they are
looking for, through this platform. After Hurricane Katrina, a lot of websites created
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person registries but the idea of Google person finder was to create a common data
format so we could centralize and accept data from different registries so these registries
do not get fragmented. That was the whole purpose of person finder.

Haiti was another watershed moment for us because we saw that maps could be
combined with other disaster relief tools. Responders used maps to plan and choose
medical evacuations, locations. It proved to be a very useful tool. Then Google created a
disaster response crisis response team explicitly dedicated to disaster relief. Since then
we have responded to about 28 disaster cases including, most recently, Hurricane Sandy
which was late last month.

Now I am going to talk about the great East Japan earthquake of March 11, 2012.
Obviously, this was not just an earthquake; it also involved tsunami as well as the nuclear
disaster so it was a triple disaster. (Showing Slides) This was actually a picture taken
from our office. You can see the smoke by the horizon. It is actually an oil refinery by
Tokyo blowing up in the sky. It was a really scary moment. Within an hour after putting
up the person finder we were able to establish the crisis response portal site which after
this moment helped many people go through these difficult times by providing various
information. I am going to talk about Google Japan's operation, not in a chronological
order but I am going to pick up different themes so that we can flow directly into the next
part of the discussion, which are the various emerging issues such as issues having to do
with mobile devices, connectivity, social media and our relationship with traditional
media.

The first thing that we did was we aggregated and visualized data from public sources.
This is like the ABC of crisis response. This is the first thing that you would do. You
would visualize data from public resources, usually on maps. This is the data of drivable
roads. (Showing Slides) We got this data from probe data, Honda originally provided this
data. After that we got similar data from the ITS Society of Japan which is a publicly
affiliated organization. Drivable roads are important, to know which roads can be driven
for disaster relief purposes.

A similar map, the planned power outage map, we had a rolling power outage and
different blocks of the city went through power outages at different times and people
wanted to know the plans. We got this data from the electricity company through the
cooperation of the Ministry of Economy and Trade and we created these maps. What is
important about this operation? Access to data and open Government, we talk about open
Government, but this is really crucial in times of disaster. Uniform standards in machine
readable formats are also important because in a lot of cases in Japan the Government
provided the data in PDF or they would just have the information in hard copies, which
are not useful or not readily usable and so this was actually a lesson learned. Machine
readable format is very important.

In terms of collaboration with traditional media, something really phenomenal happened.

This is actually the news of TBS. TBS is a big television broadcasting station in Japan.
Immediately after the earthquake they started broadcasting TV news on the Internet
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through YouTube. This is not something that would happen normally because at normal
times we would have to go through loads of copyright restrictions and business
transactions and contracts to make this happen but in a crisis situation Internet companies
and broadcasting companies really cooperated to make this happen. The same with
YouTube person search channel. People were searching for people and TV broadcasters
interviewed and we put it up on YouTube immediately.

We also did TV advertising. This may sound odd but TV can really reach a lot of people
and a lot of people don't know what information is out there on the web so we actually
ran TV ads to show what information you can find on Internet portal sites that are
responding to crises. The same thing, we had information up on mobile and then the next
week we did newspaper ads to tell people that you can find this information on mobile.
Infrastructure, connectivity, data traffic and devices, these were the physical layers of the
Internet but these were also very important. For example devices, people didn't have PCs
and they didn't have connectivity because the devices were washed away and cables were
cut and the only devices that people could rely on most of the time were their mobile
phones in their pockets so we enabled person finder for mobile. We also enabled the
crisis portal site for mobile and so our devices, the choice of devices also play a crucial
role when you are responding to disasters. This is also an infrastructural problem.
Government websites and public utilities websites started going down because there was
so much traffic going there so they could not just hold off the concentration of traffic.
The Government and Internet companies such as Google, Yahoo and other companies
collaborated to mirror government and public utilities websites so that vital information
was always up there on the web.

Another issue that was really interesting for us was digitizing real world information.
When we talk about the Internet you sort of assume that the information is already up
there on the web and it is just a matter of how to corroborate and curate that information
but in a crisis situation, especially in times of natural disaster, a lot of the information is
actually in the real world, it not even on the web. It is not digitized. How do you do it?
This was an interesting case. There was online sharing of refugee rosters in shelters.
What happened was we had the person finders and those who had digital access to the
Internet were able to use person finders, but in the core regions of the disaster, people
only had pencils and paper and markers so what they would do is they would scribble
their names on these pieces of paper and post them up on the walls of the hospitals and
the shelters hoping that somebody will find out that they are alive. But somebody started
tweeting this information on the walls, and why not take pictures of them and if you have
a web enabled digital phone then you can put it up on the web. Volunteers started taking
pictures of these lists of names and put them up on the web and volunteers from all over
the world who could read Japanese actually started entering this information on to person
finder. We had about 5,000 volunteers in a matter of a few days that entered about
140,000 names onto the web. This was a real case of online/offline collaboration.

(Showing Slides) This was a health and hygiene map. This information had to be

collected by foot, by nurses and doctors and then once they were collected we were able
to digitize them but the next time, you know, hopefully we will have devices, mobile
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devices, which will enable doctors and nurses to be able to collect this information more
easily. (Showing Slides) Satellite images and aerial images, these were also real world
information that needed to be put up on the web. These are actually a costly and heavy
operation but when the Government will not do it you have to do it yourself. We also ran
a Street View digital archive project. This is also a powerful tool. For example, this is the
scenery before the earthquake and this is after the earthquake (indicated in slides). You
can see that whole rows of houses are just gone on the left side, so these are powerful
tools.

I said in the beginning of this presentation that technology helps first responders respond.
After the first responders we get into a phase where the technology can help the survivors
survive on their own. We provide them information about where they can get food,
shelter, or where they can take a bath, where are the toilets, where can they store garbage,
things like that. After that phase, in the third phase we really start helping communities
rebuild, that is rebuilding the business, economically, socially and also culturally. What
we did after a month and a half after the earthquake is that we put up business finder.
This is not person finder; it is business finder. A lot of factories were gone and shops
were gone but people throughout Japan and across the world wanted to know where their
suppliers were, if their clients were okay so we put up a business finder to enable
business to know, to reconnect again with their business partners.

YouTube business support channel was also collaboration between web and business
trying to help the community rebuild. I am getting close to the end of my story. What are
we going to do for the future? Google, Twitter and other web companies, we discussed
and we decided to do a big project calling Project 311. It is a big data workshop, a
post-mortem for the future. What the idea was is we wanted to know what we did right
and what we did wrong and we wanted to know how we can improve in the next disaster.
What we did was, since we don't have a time machine we cannot go back into the past but
we can replicate the flow of information from March 11. We gathered information from
various partners, one week of newspaper articles, text of TV coverage, one week of entire
Tweets, travel, roads information, people location information, railroad operation
information and we did a series of 50 workshops, various data analysis, and brought
scientists to try to analyze and assimilate this data.

This is actually a media coverage map. (Showing Slides) The red is where the traditional
media was able to cover the reporting and the yellow is where we saw a concentration of
Tweets. As you can see the traditional media does not necessarily correspond to the
location of where the Tweets were happening. These are powerful tools that can give
lessons to the traditional media where reporters and correspondents should go in the next
disaster. This is another example, overlying data from various resources. The green is real
time population based on GPS enabled mobile phone data and the red is Government's
radiation detector network system. You can see how people were exposed to radiation.

This is a still picture but it actually moves, you have a time slider on this slide so it is

really neat to watch. This is the end of my slide, so record, share and simulate and build
new tools for the future.
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Izumi Aizu:

It is not what Google did but what the larger community, Yahoo or many others, it is
something like 300 different websites came up in a week or two to help the victims all
share information about radiation or about power stoppages and other crises.

Now I would like to introduce our second speaker, Mr. Riadi, He is from Indonesia and
worked right after the Aceh tsunami, flew with the military airplane and helped build the
Wi-Fi centers in 2004. Since then they have started for the preparation or relief works
using ICTs for any other large-scale disasters in Indonesia, including volcano eruptions
and so on and so forth.

Valens Riadi:

Thank you for the opportunity to share our experience when we faced several disasters in
Indonesia. Maybe I can preface the presentation talk about how we cooperate to do
something for the disaster but what I want to share here is more from the civil society,
how we can work hand-in-hand together to do something for the disaster relief.

I will start from 2004 where we got hit by the tsunami, especially in the Aceh area, and
also several areas on North Sumatra. It was quite a big earthquake, 9.1 Richter, and the
tsunami got more than 30 meters high in some areas. After the tsunami hit, most of the
people in Indonesia didn't know what really happened in the disaster area. We lost
contact to the area. Some friends had family there and they didn’t know what was really
happening there until after several days and we sent people to do a site survey and we
knew that the condition was. At the time, the ISP association thought it would be better if
we send some engineers to the disaster to help on the IT programs. At that time we sent
six people and I was one of the six people who flew to the area just three days and five
days after the tsunami. Of course we still saw all of the terrible things there, dead bodies
everywhere, and everything. After that we established the foundation because we got
some donations from big corporations, for example, from Intel. They give us several
laptops and also some networking support.

We created also a website, Aceh media centre, and it gave information about what really
happened in the area so the journalists from everywhere could understand what really
happened there. We also make short code SMS and people in the area and also people
outside the area were able to communicate with each other. I think it is in the tradition of
the people finder that we have seen in the previous presentation. After that we created an
early warning system application and this application connected through the meteorology
system. Where we got the information about the earthquake, it analyzed the information
and if we had a tsunami warning it will go to the television and also a radio station, so the
television can initiate information if the Government thinks that it will be a tsunami
warning.
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(Showing Slides) We made public computers available, public access Internet and also
we had to clean up several satellite dishes to create Internet access there. This is the plan
we make for Banda Aceh. It is the city of Aceh. We made very nice wireless networks
and we deployed three access points and also 50 CPE with the WIMAX technology. At
the time the WIMAX technology was one of the new technologies we had to deliver the
Internet. This is a photo when we deployed the access points and also a photo of when we
deployed CPE. We make also several media centers and several other things, also of
course community development. The program we do in Aceh has not stopped there.
There are still several disasters after Aceh. We worked at Nias, Wasior, Patang and
several other disaster areas.

The last disaster experience I want to share is from Yogyakarta. It is from October until
November 2010. We have a volcano. The volcano is located only 30 kilometers from
Yogjakarta city. Yogjakarta is not a very big city, only 3 million people live there, and
the volcano is located only 30 kilometers away and it is an active volcano. There are
several eruptions that happened that year and after the first eruption on October 26,
almost 50,000 people from the ten kilometers radius were evacuated by the government.
You can imagine we had to make all the settlements for 50,000 people. We also had real
time life report using communications radio. It is 149 megahertz and it is also related to
several Internet-based radio streaming; so people from everywhere in the world, they can
hear what is happening in the area.

Then we had a second eruption on November 4th. It happened at 1 a.m. and the
government extended the evacuated area, to 20 kilometers and from 50,000 people it
went to 100,000 people. You can imagine we already have 50,000 and after the
government extended the evacuation area, it goes to 100,000 and it is 1 a.m. in the
morning. We deployed several Wi-Fi areas for the government building and refugee
camps but half of the area was swept by the second eruption. Then we thought how we
could reach the people in the refugee camp? They don't have Internet, they don't have
electricity. So we initiate to build the FM radio station. Of course, this is not very high-
tech but it was very helpful. We made it on air 24 hours a day for 30 days for the
eruption. It was operated by almost 60 volunteers, including an announcer, script writer,
IT support and other functions. Also we did live streaming for this radio on a website.
This website had a lot of information about the area. Also, they had feeding from Twitter
so people could exchange information related with this disaster on Twitter and also
displayed on this website.

From my experience I think there are three important things. One is the communication,
information dissemination and also disaster management. The most important thing is the
communication. Once the disaster happens sometimes all the communication brake and
people cannot call, people cannot do texts, and people cannot access the Internet. That is
why we have to be able to make very fast Internet access with the special mobile
telecommunication unit and several other special equipment available.
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We can also deploy open DPS to make special and small GSM networks in the disaster
area. It is very useful when you don't have any ideal infrastructure. Also, social networks
like Twitter, Facebook and YouTube can provide important channels.

Of course, about information dissemination, this is for the people in the disaster area,
sometimes government’s need to tell something to the people in the disaster area and also
we need to bring the information from the disaster area to the world. For example, if
some other country can help or somebody can with the disaster relief. Also, the disaster
management, it is about coordination, data collection, relief supplies, missing persons,
humanity programs and other things.

(Some Audio Issues Occurred)
Giacomo Mazzone:

Yes, I have two questions from the remote audience. One is about these experiences, the
forums for exchange of information about intervening in an emergency for
communication. There is coordination within the ITU and there is another one within the
UNESCO, is there is any relation between these experiences? The second is, what about
the cooperation with broadcasting?

Sabine Verheyen:

Yes, I think one of the most important issues that came out was to get early technical
support for building up a new net after a disaster. The second is the question of warning
before a disaster happens and for me the question would be, how do you avoid an
uncontrolled mass panic caused by, let's say, information that is not correct or
information that are not let by the government via the Internet, via Twitter and via the
social networks and how to build up after these infrastructural issues to come to the
places to build up the networks, the capacity of these networks, can it deliver all the
people who want to use their mobile devices so that they can use the services you offer?

Thomas Spiller:

I have a follow up question to Sabina's question: in the recent case of Sandy in the US we
have seen false information on Twitter that were put by individuals and that actually
diverted needed help to other places, so in the case of use of social network how do we
ensure the information is as accurate as possible?

Remote Moderator:

There is a question from Joseph Webbe from Uganda. The question is: is the program
about the disaster still ongoing and how can they measure the success of the radio station,
especially the new network?

Ko Fujii:
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Why don't I start with the question of social networking services and the risks of false
information, misinformation and false rumors? I think the Japan earthquake was the first
disaster in which the social media was probably used so extensively. As I said, in many
parts of the region it worked to cover the holes, where the traditional broadcasts were not
able to cover, so it proved very useful. We did have cases where there were risks of
people panicking due to misinformation. One typical case was that, as I said, oil
refineries near Tokyo, they blew up and somebody started tweeting that they should not
go outside because of poisonous rains due to this burning oil refinery would fall and you
would get poisoned by this poisonous rain. Scientifically, this seems to be false
information and so a lot of this information got panic tweeted and people started
panicking.

The government, especially the National Police Agency, did issue warnings and take
down requests to many social networking services and other Internet forums to remove
harmful information and information that caused people to panic. However, the industry
took the position that more information is better than hiding information because once
you start hiding information under the instructions of a government people do not know
which information to trust so we took the position that more information, more accurate
information, is better so that we can crack that misinformation. We actually worked with
the Ministry of Communications and Ministry of Industry and Economy who sided with
the Internet industry, so the industry and the two ministries worked together to form a
web platform, which is kind of like the chillingeffects.org in the United States. Whenever
we would get a removal request from the police agency we would post that information
on to the website and we would choose or not choose to remove it but the process is all
transparent so that is how we kept the right balance.

Valens Riadi:

Of course, we have to train the people before the disaster. People have to know each
other before the disaster, like the one portal I described before, about 800 volunteers
trained on how you manage disasters. They know how to report and not make panics in
the people. That is why if there are several Tweets from someone we don't know, there
will be volunteers that will re-check the information and if it is valid it will go to the
Twitter or other social media. It is not an instant process. We need the training, we need
collaboration with several bodies, several institutions, to be able to use social media in an
effective way.

Ko Fujii:

I wanted to respond to the question about broadcasting as well, I said that the
collaboration between Internet and broadcasting is very difficult in Japan. I think it is that
way in many of the other countries as well because media conversions between
traditional media and the Internet is a difficult topic. Traditional media complementing
the information on the Internet, this was easy to achieve. As I said, for example, we
would air commercials about what information is on the web, so the lack of information
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by the various information platforms and media; they complement each other, this is easy
to do. The most difficult part is getting traditional media content directly on the web. In
Japan, we have always had difficulties with the broadcasters because of issues with
copyright and other business issues, but in this exceptional instance of disaster relief, the
broadcasters were okay with airing their content on the Internet. I think what is important
is that the next time a disaster happens we will already have concluded such an MOU that
in these exceptional cases such broadcasting would be permissible.

Philip Verveer:

Can someone answer to Sabina's question about two things? One element is early typical
support after the disaster, how do you build the infrastructure as quickly as possible? The
second question is how do you manage to deploy the early warnings before the disaster
happens? Any ideas or lessons learned?

Ko Fujii:

I think on the issue of how to build the infrastructures as quickly as possible, I think that
is all preparation and logistics. In Japan, the large telecoms such as NTTKDI, they were
able to get up there using the vehicles very quickly and resume communications. That is
due to their technical expertise, I think. I don't think it is something that an Internet
company can do. It's not in the web data.

Public alerts are also a disaster preparation tool that Google has. There is a lot of public
information that is out there. For example, in the case of Japan we have the Japan
Meteorological Agency which gives you alerts about not necessarily earthquakes but
storms and typhoons. But such information, we need partnerships with these
organizations and government agencies so that such information can be quickly deployed
on the web. There are issues with data formats and there are also contractual issues but
these are things we need to work on before the crisis happens.

Philip Verveer:

There is one question from Uganda about the ongoing disasters and how we measure the
success of the radio services. Okay, anybody can pick up and how do we measure the
success?

Valens. Riadi:

Yes, it is difficult to measure what we do in a disaster area. The conditions usually are
not ideal; the most important thing is how you save lives, how you can make the
condition more comfortable for the refugee and how you can support all the relief

programs.

Philip Verveer:
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I think they all emphasize the importance of information, not necessarily the information
technology. Whatever information you have, whatever information you have inside the
devastated areas that work, that is what they need. The sometimes lack of infrastructure
may cause some disruptions, electricity, but sometimes that is human error or
misinformation could be troublesome but with a combination of the conventional
medium and the new media that may address some of the areas which we’ve never been
able to cover before.

Also, the question of free flow of information versus some kind of a social constraint, if
not IPR but they are having some IPR or copyright issues of the government and other
websites during the earthquake in Japan, for the public use can you use them without
granting the right, some brave guys did that anyway for the radiation and the other areas.
How much are they tolerated? Under the circumstances only or could we have measures
prior to these so we can have no frictions on the fly, when something of that magnitude
happens? We will have these speakers on board until the end of the session because some
of the questions we may have later in the second part of the question about free flow of
information versus some other rights or medium, the traditional medium, the Internet
questions, might be relevant from the lessons we learned from the disaster areas.

Ana Neves:

The main points here that we are going to put on the table for discussion are what are the
implications of the use of new technical and political instruments in the Internet age? The
dialogue around these questions should embrace a wide range of issues such as: the free
flow of information; the human rights; the freedom of expression; access to information;
new business models; are there common challenges for old and new media; the user
generated content online, how much is it reliable; the impact of the low cost mobile
access to the Internet; and, the use of the same screen by the new Internet services and the
traditional media, such as broadcast TV and radio but with different rules.

Thomas Spiller:

I will co-moderate this session from the private sector angle. What I would like to say is
in addition to what has been said already, this is a brave new world outside, a brave new
world for all of us, a lot of new things happening and for companies this brave new world
has real implications and those questions we are going to deal with now affect not only
the large companies that you can see on the table here but small and medium companies
as well. Not only in the region of developed countries but all over the world and, in
particular, more and more in emerging companies.

Sabine Verheyen:
I think we have a wide range of questions about what Internet governance should look

like. If we want to ensure that we have an open and free Internet, that we respect the
fundamental rights of freedom of speech, freedom of information, free flow of
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information, the technical things, but also to make the Internet a safe place for people and
to ensure, yes, also intellectual property rights in the new medias.

The question we have to deal with is to bring all these different interests together in a
very balanced way, in a cultural surrounding, in a cultural environment that is very, very
different and specific in each country. But the Internet is not just to be local, it is not just
there to find local solutions but it is there to find global solutions. That is the reason why
we need a wide and big exchange between different stakeholders and this
multistakeholder approach we have here. I think we have to find a wide range of
solutions and to discuss this ver